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Abstract

This paper presents a new algorithm for supporting network
forensics. The key idea of our approach is that it uses a prob-
ing technique to verify whether or not a sender node sent a
packet with its real source addresses based on a probing tech-
nique. Our approach also establishes where the real sender
node of the packet is located by identifying the port number
of the Layer 2 Switch (L2SW). In addition, our proposed sys-
tem stores specific information about network users in order to
deal with security incidents after they have taken place. Our
approach provides extensive evidential information about net-
work users, which always indicates the true location of their
source nodes. It helps network operators to identify and trace
attacks back to their origin source nodes for most cases of
network attack, even if much time has elapsed since the oc-
currence of the security incident. Consequently, by using our
approach, an attacker can no longer hide its node location,
whatever the patterns of the attack.
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1 Introduction

In this paper, we describe a novel algorithm for source address
validation to support network forensics.

Network forensics describes after-the-fact steps that a net-
work operator takes to capture, collect, record and analyze
network events in order to retain effective evidential informa-
tion about all network users [12]. Digital forensic science and
network forensics have been defined [8], and IETF has pub-
lished guidelines for evidence collecting and archiving [3] in
which many kinds of evidence are identified, such as mem-
ory, temporary file systems, physical configuration and logged
data.

Increasing levels of unauthorized access generate an increas-
ing demand for forensic analysis, namely, electronic evidence
discovery, computer analysis and data recovery. By perform-
ing forensic analysis, network operators can analyze security
incidents such as unauthorized access and trace the incident
back to its original source. When a security incident is de-
tected, a network operator investigates the cause by gather-
ing information, i.e., system and application logs, captured
packets, volatile data and configuration files. These data con-

tain a great deal of useful information for network operators,
including IP addresses, link-layer (MAC) addresses, network
interfaces, logged times and details of events. Many existing
forensic tools therefore try to capture packets on a network
in order to identify and analyze a variety of trails. Accord-
ingly, collected electronic evidence is the core of this growing
research field.

In the Internet, however, many malicious users apply var-
ious types of attack techniques to break into systems, steal
information, change data or destroy the systems. Moreover,
malicious users often access the network by employing spoofed
techniques to hide their source nodes from network operators.
In this case, the information in the log files that support net-
work operators in their analysis of network incidents is not
always reliable. In other words, source address information
about the end users, such as IP address and MAC address,
does not always indicate the true source node, confounding
the efforts of network operators to trace and specify the at-
tacker’s node based on information in the log files.

This research focuses on Source Address Validation (SAV)
to make evidential information about network users, such as
source IP address, source MAC address and switch port num-
ber, more reliable for network operators to analyze and handle
when responding to security incidents. SAV is very important
for network operators wishing to identify an attacker’s nodes
after an attack has been completed. Unfortunately, the source
address of a packet is not always trustworthy, because the at-
tacker can forge a packet and send it to the target or victim’s
node. The reason that networks are vulnerable to spoofed
source addresses is that the Internet protocol lacks security;
TP allows attackers to employ source IP address spoofing [19],
[21] and [14].

Spoofing the source IP address of packets on the Internet is
one of the major techniques used by attackers to mount De-
nial of Service (DoS) attacks. In DoS, an attacker forges the
source IP address of the packets that are used in the attack.
Instead of carrying the source IP of the node it came from,
the packet contains an arbitrary IP address, which is selected
either randomly or intentionally. According to one study [7],
there are at least four thousands such attacks every week on
the Internet. Aside from being very effective in generating DoS
for the victim, spoofed attacks give attackers two additional
advantages: first, they weaken the ability to mitigate the at-
tack, since malicious traffic cannot be categorized by source
and hence is much harder to filter out. Second, they make it



difficult to trace the attack back to the source of attack.

Although there are some countermeasures to this problem,
they do not provide effective mechanisms that network oper-
ators may use today to detect and filter out spoofed packets.
Existing countermeasures are reviewed briefly in Section 2,
but they cannot eliminate completely the problem of source
address spoofing.

In this paper, we present a new algorithm for validating the
source address of each IP packet, based on a confirmation tech-
nique. The essential idea of our approach is to verify whether
or not the source node of a packet sent the packet with its own
source addresses. This is done with a confirmation packet,
which is based on an ARP (Address Resolution Protocol) [5]
request about the source IP address of the packet to the node
whose MAC address is the same as the source MAC address
of the packet. The system also determines the consistency be-
tween the result of ARP probing and the source address pair
of the issued packet: any inconsistency shows that spoofing
has occurred. Moreover, the system ensures the traceability
of all end nodes by recording in a log file specific information
about the source node, such as source IP address, source MAC
address, and switch port number including logged time. By
keeping evidential information in such a manner, network op-
erators can analyze and trace security incidents for any cases of
attack, even after the security incidents have been completed.

The rest of this paper is organized as follows. Section 2
discusses existing approaches to the problem. The technical
details of our approach are described in Section 3, followed by
a discussion in Section 4. Section 5 summarizes our contribu-
tions and concludes the paper.

2 Related Work

2.1 Authentication method

A typical method that can eliminate malicious traffic in com-
puter networks is authentication. IEEE802.1X [24] provides a
framework for allowing a user to be authenticated by a cer-
tificate authority before the user accesses the Ethernet or a
Wireless LAN. IEEE802.1X uses three components for authen-
tication conversation, i.e., the user that wants to be authenti-
cated (called the supplicant), Ethernet switch or wireless ac-
cess point (the authenticator), and a RADIUS server called
(the authentication server). IEEE802.1X itself does not pro-
vide an actual authentication mechanism, but uses the Exten-
sible Authentication Protocol (EAP) [13] for message exchange
during the authentication process.

The mechanism of IEEE802.1X has two disadvantages: first,
it is burdensome for network operators to manage user ac-
counts and certificates and to undertake a registration process
for each new user before they can use the network; second, it is
applicable only to closed networks, as unspecified users cannot
access the network freely.

S-ARP (Secure Address Resolution Protocol) [4] provides
protection against ARP poisoning [20] based on an extension
of the ARP protocol with an authentication scheme for ARP
replies. ARP poisoning attacks employ source address spoof-
ing and perform Man-in-the-Middle (MitM) attacks [1]. In
S-ARP, each host has a public/private key pair certified by a

local trusted party on the LAN, which acts as a certification
authority. All ARP reply messages are digitally signed by the
sender with the corresponding private key. At the receiving
side, the signature is verified by the node public key. Thus an
attacker can no longer send spoofed ARP replies to redirect
traffic through its adapter.

An attacker, however, could still announce a false MAC ad-
dress for its adapter, whether such an address be some other
node’s or a non-existent one. Another disadvantage of S-ARP
is that, using the S-ARP in a mixed LAN, the part running
traditional ARP is still vulnerable to ARP poisoning. In addi-
tion, the list of nodes that does not run S-ARP must be given
to every secure node, which has to communicate with an un-
secured node because nodes that run S-ARP will not accept a
non-authenticated message unless specified in the list of know-
ing nodes. Furthermore, S-ARP, like IEEE802.1X, incurs high
management costs for registration processes of new network
users as well as their certificate management. Therefore, it
can be used only in a closed network.

2.2 Filtering method

To detect and filter out spoofed packets, the most popular
method is ingress filtering [17], in which an ISP prohibits re-
ceiving packets from its local network whose source address
does not belong to the corresponding local network address
space. Thus, the mechanism of ingress filtering ensures that
traffic leaving a local network may carry only spoofed IP ad-
dresses that belong to the same subnet, a process that is called
subnet spoofing [11].

Ingress filtering is good-will preventive, but not a self-
defensive method. Cooperative network operators deploy the
method to avoid being the source of such attacks, but the
method cannot provide any remedies to victims who are being
attacked. If all networks employed ingress filtering, it could
significantly reduce packet spoofing on the Internet. However,
the deployment of ingress filtering inflicts significant cost on
the implementing ISP, both in equipment and administration,
without assuring significant benefit or protection. The incen-
tive for an ISP to deploy these mechanisms is thus relatively
low.

2.3 Traceback and forensics methods

Traffic pattern: If traffic pattern data is stored during a Dis-
tributed Denial of Service (DDoS) attack, it can be analyzed
post-attack to look for specific characteristics within the at-
tacking traffic. This characteristic data can be used to update
load balancing and throttling [6] countermeasures to increase
their efficiency and protection ability. DDoS attack traffic pat-
terns can also help network operators develop new filtering
techniques to prevent DDoS attack traffic from entering or
leaving their network. This method, however, cannot find the
source of the attacker’s node if DDoS attacks employ source
address spoofing.

Packet traceback: To help identify attackers, packet trace-
back techniques have been proposed [23]. The concept involves
tracing Internet traffic back to its source, rather than that of a
spoofed source IP address. This technique helps to identify the
attacker. Additionally, when the attacker sends different types



of attacking traffic, this method provides the victim system
with information that might help develop filters to block the
attack. In a large network that consists of many Autonomous
Systems (ASs), a malicious packet sent to the victim’s node
will move through many ASs before reaching the victim’s node.
In this case, if one of the ASs located between the attacker’s
AS and the victim’s AS does not support packet traceback, the
method cannot trace the malicious packet to its origin source
node.

Network traffic tracking system: A model for developing a
network traffic tracking system that would identify and trace
user traffic throughout a network has been proposed [22]. This
model can be very successful within a closed network environ-
ment where internal client systems can be fully managed by
a central network operator who can track individual end user
actions, but it begins to break down over widely distributed
networks.

Event logs: Network operators can also keep event logs of
the attack information, such as a DoS attack, in order to per-
form forensic analysis and to assist law enforcement in the
event that the attacker does severe damage. Using Honeypots
[15] and other network equipment such as firewalls, packet snif-
fers, and server logs, the provider can store all the events that
occurred during the setup or execution of the attack. This
allows network operators to discover what type of DoS attack
or combination of attacks was used. If DoS employs source
address spoofing, however, network operators are still faced
with the trace problem, because the information in the log file
contains the spoofed address and thus cannot indicate the true
source node of the attacker.

3 Proposal

In this paper, we present a new algorithm for validating the
source address of each IP packet. The key idea of our approach
is that it involves two verifications: first, it verifies the source
address pair of the packet, whether it is spoofed or not. Sec-
ond, it checks to see where the source node of the packet is
located. The proposed system can therefore ensure that the
source address of each packet always indicates the true sender
node.

3.1 Assumptions

We assume the following behaviors of the network environment
and network operators:

e Any end node can send a packet with or without a spoofed
source address.

e An end node may often change an IP address but must
not change a MAC address.

e Network operators need to know when a security incident
occurred as well as trace the attack back to its source.

e An ARP probing packet, which is sent by the system, may
not reach the source node.

e Forwarding Data Base (FDB) information is always trust-
worthy for network operators to locate the true sender
node.

e A network switch provides a port mirroring for the end
node to copy each incoming and outgoing packet from one
port.

e If all end nodes are directly connecting to the L2SW, the
proposed system would effectively specify the location of
the sender node.

The first assumption reveals that anyone can use source ad-
dress spoofing to hide the identity of the attacker node. The
reason that source address spoofing is possible is that TCP /IP
lacks security features, allowing the attacker to employ source
IP address spoofing [14].

The next assumption is simply a characteristic of networks
which employ a DHCP (Dynamic Host Configuration Proto-
col) server [18] to dynamically assign IP addresses to the end
nodes. In such a network, an end node may be assigned a new
IP address when it connects to the network.

The third assumption addresses the goal of network foren-
sics, as a response to security incidents after they have been
completed.

The fourth assumption reveals that if a source node is in-
volved in a DoS attack, the source node for confirmation in a
link local network is attacked by a large number of meaning-
less packets. Thus, the source node cannot receive the ARP
probing packet from the proposed system.

The last three assumptions concern the capabilities and fea-
tures of the L2SW. First, FDB information can always be re-
lied on by network operators, since FDB always learns about
the switch port number, where the source node is connected
whenever the end node is connected to the switch network.
Second, most modern switches support a port-monitoring fea-
ture, which allows the end node to copy all network traffic
from one port.

3.2 Requirements

According to the above assumptions, the followings are re-
quired:

e The proposed system must effectively detect the location
of the source node for any patterns of attack.

e The proposed system must effectively detect any cases of
source address spoofing.

e The proposed system must retain the ability to trace the
attack back to its originator.

e The proposed system must send a confirmation packet to
only the sender node when the source address pair and
switch port number of the packet are not verified.

e The proposed system should not send a confirmation
packet to any node that has no relation to the issued
packet.

e The system must record the network event with logged
time.

e The system can receive all Ethernet flames.



We consider that the first three requirements are the most
important part of this research, because we believe that if we
can satisfy these requirements, our approach can effectively
support network forensics. The contributions from these three
requirements will be made network forensics store effective ev-
idential information about the network users. In other words,
information about network users can always identify the true
source nodes. Therefore, attackers can no longer hide their
source nodes for any patterns of attack.

The next two requirements ensure that the confirmation
technique of our approach does not disturb other nodes that
have no relation to the issued packet. For example, it does
not consume network bandwidth while sending a confirmation
packet, since the confirmation packet is sent only to the source
node of the issued packet.

The next requirement is important for network operators
because they may want to know when the security incident
has occurred.

The last requirement is needed because the proposed system
must capture all packets and check whether or not they are
spoofed source addresses before logging them into the log file.

3.3 Algorithm

The main algorithm of this research is a probing algorithm to
verify the source address of the packet. This algorithm process
is indicated in Figure 1, which shows that the probing packet is
sent only to the sender node. Therefore, this research confirms
that the probing packet does not consume much network traffic
and that it has no effect on other nodes that have no relation
to the issued packets.

In computer networks there are many kinds of messages that
can be used as a probing message to find some network device.
These messages are ICMP (Internet Control Message Proto-
col) echo requests [10] and ARP requests. The ICMP echo
request, known as the ping message, does not guarantee that
the receiving node of the ICMP request packet will send a re-
ply packet back to the sender node, even if it is online, because
an ICMP echo request can be blocked by a personal firewall
system. Therefore, if the receiving node is configured to block
ICMP packets, it will never send an ICMP reply packet to an
ICMP request. On the other hand, an ARP request packet is
required for an Ethernet network to function properly, so it
is not typically blocked by any security system; any node in
the network can thus reply to the ARP request packet. Conse-
quently, we decided to use the ARP request packet as a probing
packet in this research.

With broadcast ARP request, the probing packet may con-
sume network bandwidth, since the ARP request packet will
be sent to each node in the same subnet. In addition, the
probing packet may cause occurrences of spoofing packets, be-
cause some nodes may fake an ARP reply packet to the ARP
probing packet. To avoid such problems, we send a unicast
ARP request as a probing packet only to the node that sent
the issued packet. The probing packet is containing IP/MAC
address pair of the proposed system as the source addresses,
and it is also containing IP/MAC address pair of the sender
node as the destination addresses. Thus, the other nodes in the
same subnet that have no relation with the issued packet will
never receive ARP probing packets from our proposed system.

WHILE DO
IF a packet is received THEN
IF IP address is belonging to the same subnet THEN
IF source address pair of the packet is not learned
in the log file THEN
send a unicast ARP request to the sender node
ELSE non-spoofed source packet is detected, update log
file, and return LOOP
ELSE spoofed source packet is detected, record all
information including logged time, and return LOOP
ELSE return LOOP waiting for a new packet
END WHILE LOOP

Figure 1: ARP probing algorithm

Table 1: Information record

] Item \ Explanation | Memory (byte) |
Time logged time
IP address Sender’s IP address

MAC address
Port number
Status

Sender’s MAC address
Switch port number
Spoofed or non-spoofed
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In today’s Internet, any nodes in the network can forge pack-
ets; therefore, by using an ARP probing message to verify the
source address of the packet, it is still possible to have spoofed
source packets that have been sent by an attacker. Conse-
quently, to enhance the reliability of source IP address and
MAC address of the packet, we considered using the FDB of
the L2SW, since the FDB always learns about the switch port
number where the sender node is connected. Consequently,
based on the information about the FDB, together with the
source address pair result of ARP probing, network operators
can easily find the location of the sender node in many cases
of an attack.

Sending an ARP probing packet introduces some delays to
normal packets. To avoid such delays, we employ the log file
to store specific information about each end node after it has
sent the packet. This information contains logged time, source
IP address, source MAC address, switch port number and re-
sult of packet checking, as indicated in Table 1. If the received
packet has the pair of source IP address and MAC address
corresponding to the switch port number matches with the
pair in the log file, then the system will not send an ARP
probing packet again. An ARP probing packet will be sent
when the system receives a packet from an end node that has
never sent a packet before, or when an entry in the log file
has expired. Using log files therefore reduces the delays that
might be incurred by normal packets in the system. In addi-
tion, the evidential information about network users in the log
file is very useful for network operators to analyze and trace
users after security incidents have occurred, because it always
indicates the true source node of the packet.

3.4 Source Address Validation

The proposed system maintains a log file recording of the
source IP address, MAC address, switch port number, logged
time and results of checks of previously received packets.
When the system receives a packet, it checks the pair of TP



address and MAC address, and the switch port number, and
then compares these to the pairs in the log file. If there is a
matching pair, the packet is considered as coming from a node
that has been checked before; in this case, the system will up-
date the logged time of the entry. If there is no matching pair,
however, the system sends an ARP probe to the sender node
to ask for its IP address. If the system does not receive an
ARP reply packet from the sender node within 5 ms', it des-
ignates the packet as a spoofed packet. The result of checking
source IP address, MAC address, and switch port number of
the packet (including logged time) are then recorded in the
log file. On the other hand, the system does a consistency
check by comparing the source IP/MAC address pair of the
ARP reply packet with the pair of issued packets. If there is a
match, the packet is determined as a non-spoofed packet, but
if there is no match, the packet is deemed a spoofed packet
and the results of checking and information about the packet,
including logged time, are recorded in the log file.

3.5 System Design

Our approach can be implemented as the following network
models:

Passive monitoring device

To implement with this model, the proposed system can be
incorporated into any end node which connects directly to the
switch, as indicated in Figure 2. The system will act as a
monitoring device and capture all Ethernet frames and exam-
ine them before recording the information about the sender
node into the log file. In this model, the system can employ
port mirroring [2], a feature of the switch to capture all pack-
ets that pass through the switch. The system can also use the
Simple Network Management Protocol (SNMP) [9] to fetch
all FDB entries from the switch. It is easy to implement our
proposed algorithm on this implementation model because our
approach concept is simple and there is no need to modify any
network protocols such as ARP. However, the passive moni-
toring device model has two disadvantages. First, it requires
a high overhead to fetch information such as Ethernet frames
and FDB information from the switch. Second, since the sys-
tem employs SNMP to fetch the FDB information from the
switch, FDB in the system and FDB in the switch may not
synchronize if the system is not fast enough to get a new en-
tries update from the switch. This will affect the detection of
source node location in our proposed system, for example if an
end node was moved to a new switch port number while the
log file of the proposed system still kept the previous switch
port number corresponding to the IP/MAC address pair of the
end node. In this case, when the end node sends a packet, the
proposed system will use the previous information about the
end node to verify the packet. As a result, the evidential infor-
mation in the log file cannot be relied on by network operators
wishing to find the location of the source node of the packet.

Build-in L2SW

I According to the result of checking the ARP request/reply packet’s
Round Trip Time (RTT) in the LAN, the approximate RTT is 1.2 ms to
4.8 ms. Therefore, we designated 5 ms as the waiting time for an ARP
reply packet from the sender node in our proposed system.

L2SwW

FDB Packet buffer

Figure 2: Passive monitoring device

L2SwW

FDB

Packet buffer

Figure 3: Build-in L2SW

To implement with this model, our proposed system is in-
corporated into the inside of the L2SW as illustrated in Figure
3. In this model, our proposed system can get a new entries
update of FDB from the switch faster than the previous model,
thereby making the FDB information in the system more ef-
fective in locating the sender node. This model also requires
a low overhead to fetch all information from the switch, since
the only information needed, Ethernet frames and FDB, must
be held in the switch. This network model, however, is dif-
ficult to implement if the proposed system algorithm differs
substantially from the traditional L2SW.

3.6 System Verification

We have verified our proposed algorithm in a passive monitor-
ing device with the network testbed configuration illustrated
in Figure 4. Node A is operated by an attacker, nodes X and
Y are operated by normal users and node M is operated by
our proposed system. The end nodes used for the testing envi-
ronment run FreeBSD 4.11 and every end node belongs to the
same local network, with a L2SW (FOUNDRY NETWORKS
FastIron WorkGroup) among them.

Our proposed system is tested to determine whether or not it
can detect the location of the sender node in an actual attack.
The test cases and results are illustrated in Table 2, which
shows that our proposed system effectively detects the location
of the sender node for all patterns of source address spoofing.

Based on the verification results, this research reveals that
the source IP/MAC address pair corresponding to switch port
number of each packet is always reliable for network oper-
ators wishing to investigate or to locate the source node of
the attacker. Therefore, if we record this information in the
log file, it will be available and reliable for network operators
to analyze and trace security incidents back to their origin
source nodes, even if the incidents have been completed. Con-
sequently, this research should be a valuable tool for network
forensics to cope with malicious events after they have been
completed.
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Figure 4: Testbed environment

Table 2: Test results of node location verification

Spoofed
1P
MAC Non-Spoofed (a) (b)
Non-Spoofed Detectable | Detectable | Detectable
Snoofed (x) | Detectable | Detectable | Detectable
P (v) | Detectable | Detectable | Detectable
Note:

(a) spoofed IP address is not used by another node in the same
LAN.

(b) spoofed IP address is used by another node in the same
LAN.

(xz) spoofed MAC address is not used by another node in the
same local link.

(y) spoofed MAC address is used by another node in the same
local link.

4 Discussion

The main purpose of our research is to build a system that can
support network forensics by ensuring that the source address
of each IP packet always indicates the true sender node. Our
approach is simple and easily configurable, and it does not
require ARP modification.

In our verification testbed, we successfully created a new al-
gorithm to detect the location of a sender node in many types
of attack. By recording investigative evidential information
about each network user, our system can provide support for
network operators to deal with security incidents on their net-
works after they have been completed.

4.1 Stand Alone Network Model

In this work, our approach is concerned with security incidents
in a link local environment. In this model, our approach there-
fore acts as a monitoring device and captures and examines all
network traffic from each end node on the LAN. For the inci-
dent response of this model, our approach can report evidence
about the incident, including the time and place at which it
occurred, and the location of the sender node. Thus, network
operators can easily find the source of the incident. In the
stand alone network model, if the system goes down as a re-
sult of an attack, i.e., a DoS attack, it cannot do anything with
the packets while it is down. To avoid DoS attacks, network
operators should employ a device such as IDS. Another prob-
lem of the stand alone network model is disappearance of the

log files. For example, if the disk storing log files is broken, the
proposed system is useless, since there is no evidential informa-
tion about the network users to deal with security incidents.
Additionally, with the stand alone network model, even if the
system can detect spoofed source packets, it cannot determine
whether the packet is a malicious or a normal one. To avoid
the last two problems, the proposed system can be deployed in
collaboration with other security devices, as explained in the
following subsection.

4.2 Network Component Collaborations

To further increase security of computer networks, the pro-
posed system should collaborate with other network compo-
nents as illustrated in Figure 5. To avoid disappearance of
the log file, the proposed system can store the log file in the
syslog. Therefore, even if the disk storage of the system is
broken, the information about the network users in the syslog
is always available for network operators to cope with any in-
cidents. When the system detects a spoofed source packet, it
can ask for IDS to analyze the packet and determine whether
it is a malicious or a normal packet. Furthermore, by collab-
orating with Quarantine Network [16], the system can isolate
a malicious node from the network when it has been detected.
However, making the module of this network model commu-
nicate between the proposed system and other components is
complex.

e Operator: the person who manages the system investi-
gates whether an incident has occurred, and finds the
source of the attacker’s node based on the information
in the log file.

e Syslog: the protocol used for capturing the log file from
the proposed system to the syslog server.

e Spoofed packet analyzing: when the proposed system de-
tects a spoofed source packet, it copies the spoofed source
packet for analysis by IDS, whether the packet is mali-
cious or not.

e Malicious node isolation: if the network operator finds
incidents that are hard to deal with, the proposed system
may ask Quarantine Network to isolate the malicious node
from the network until the problem has been properly
fixed and disinfected.

4.3 Method Comparisons

In this section, we compare our approach with IEEE802.1X
and S-ARP methods, described in Section 2.1, in terms of
management cost and network usage. We believe that our
approach has a lower management cost, because it does not
require a registration process before each network user con-
nects to the network. Furthermore, our approach can be used
in open networks, where any unspecified end nodes can be
connected to the network freely without any registration pro-
cesses or any configurations on the end node or on the network
server.

Our approach has certain drawbacks, as the ARP probing
packet introduces a delay to each normal packet. However,
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this happens only the first time a packet is received; when the
same end node sends further packets, the system will not send
an ARP probing packet again.

4.4 Performance Analysis

The performance of our approach in many possible cases is
analyzed as follows:

The bottleneck and worst cases

The bottleneck case : The bottleneck part of our approach
is ARP probing. Since our approach sends an ARP probe
to verify the source address of each new coming packet, it
introduces delays to each normal packet of 1.2 ms to 5 ms as
the RTT of an ARP request/reply packet. This happens only
the first time for each received packet, because the log file helps
the system to avoid sending unnecessary ARP probes. When
the system receives the first packet and verifies that the source
IP/MAC address pair and switch port number of the packet is
in the log file, the system will never sent an ARP probe again.

The worst case : This is illustrated in the network topology
shown in Figure 6. The attacker, i.e., from node A, spoofs
the source IP and MAC address of node B, which is connected
to the same hub and communicating. In this attack scenario,
when the attack is found, it is difficult for network operators to
distinguish which of node A or node B is the malicious node,
since the hub port cannot tell anything about the end nodes
that are connected to it. Our system can support network op-
erators in tracing the attacker’s node into its location at the
port number of the switch. In this case, a possible way for
network operators to deal with such an attack is to separate
both nodes from the network by moving them to a new VLAN.
Alternatively, the operator may search for the attacker’s node
by manually isolating end nodes one by one until the real at-
tacker’s node is found.

According to the last assumption, as explained in Section
3.1, if all end nodes in the LAN are directly connected to the
L2SW, the above problem would never occur. In other words,
the proposed system would effective specify the location of the
source nodes of the packets for any patterns of attack.

Computation Overhead

Figure 6: The worst case

Time checking : the time checking of the packet can be
described by the following equation:

Total Time = O(t(F)) + O(t(M)) + O(t(N))

o O(t(F)) - time to fetch an Ethernet frame and FDB entries
from the switch.

e O(t(M)) - time for searching the information in the log
file.

e O(t(N)) - RTT of ARP request/reply packet.

From this equation we can consider that if we implement our
approach as build-in L2SW, the time to fetch the information
O(t(F)) and time for searching the information from the log
file O(t(M)) must not be high, because all the information is
in the switch. RTT of ARP request/reply packet O(t(N)) will
be 0 if the received packet is coming from a source node that
has been checked by the system before. Thus, this research
confirms that our approach takes very little time to check the
packet.

Memory consumption : Each entry in the log file requires
22 bytes of memory space, as illustrated in Table 1. The ta-
ble shows that each entry consumes little memory space, and
therefore that memory consumption should cause no concern.

To determine the capacity of the log file of the proposed
system, we considered whether the network’s size is large or
small. In a large network, the log file will need to store numer-
ous entries because many client nodes will be communicating
on the network. In the current version of the proposed system,
we did not precisely estimate the storage capacity of the log
file. Here, we give an example of the memory space required to
support a log file. As indicated in Table 1, one entry requires
22 bytes; therefore, if the proposed system is incorporated into
a device that has a free memory space of 128 kilobytes, the log
file can store almost 6,000 entries.

The timeout of each entry can be considered for two cases.
First, in a short timeout entry, the entry will be deleted early
by the proposed system. This helps to reduce memory space,
but has the drawback that the entry may delete too early,
before the attack has been detected, thus making the log file
useless. Second, in a long timeout entry, the entry will be
deleted late, and may still remain even after the attack has
been detected. Keeping the entry for a long time will consume
memory space. Considering the advantage and disadvantage
of both short and long timeout entries, deciding the timeout
for each entry depends on the network security policy. Some



network security policies may require a short timeout for each
entry, while others may require a long timeout.

ARP packet consideration

If an ARP reply packet is not returned when an ARP prob-
ing packet is sent by the proposed system, we assume that the
target node may be involved in a DoS attack. If so, the target
node for confirmation in a link local network may be under-
going attack by a large number of useless packets and may
therefore not receive the ARP probe packet from our system.
In this case, the packet will be designated as a spoofed packet,
because the system will not have received an ARP reply packet
from the sender node within the specified period of time. To
avoid such cases of DoS attack, our system should employ a
device such as IDS to detect meaningless DoS attacks.

5 Conclusion

In this paper, we have proposed source address validation sup-
port for network forensics. Our proposed system retains effec-
tive evidential information about the network users. There-
fore, it should prove extremely useful for network operators in
dealing with malicious events, even if much time has elapsed
since their occurrence.

Our testbed results show that our proposed system effec-
tively detects the location of the source node for many at-
tack conditions. Furthermore, by recording the results of
packet checking, and of the source IP/MAC address pair of
the packet corresponding to the switch port number including
logged time, our system will retain effective evidence about
the network users which will always indicate their real source
nodes. Accordingly, our proposed algorithm can be applied as
a network forensics system against various security incidents.
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