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• Connectionless
– ���
�����
– best-effort�

– e.g. IP (Internet Protocol), XNS

• Connection Oriented
– ������

– ��	��� �!"#�
– e.g. X.25
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• ��
– �����	$%&'()*+��,���

– 
-�.��
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• ��
– 0123

• ,-./��

012 �3

• 4���
���
562 �3

• 78(�9,-2 �3

– �����	4�56
• :�MTU (Maximum Transmission Unit);�<=

• fragmentation / reassemble
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• ����� �!"#
– �7
8�	$9:;<.=>
"?

– �����	$@ABC

– DE�F�GH9AI"������	$
JK

– �7
8�	$:;<.@�����	$:;<.�L7
M�N

– N(a) O N(b)
• N(a)>DL(a) ?��
01@ DL(b) > N(b)

– ARP (Address Resolution Protocol)
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IP

• IPv4: Internet Protocol (version 4)

• TCP/IP�	�
�$%���������	�
�

• &'
– connectionless (IP datagram)

– 4 octet address space with its own structure

– unicast / multicast / broadcast / anycast

– IP + ICMP + ARP + 0123

– reassemble is done only at the end system

– fragmentation is done based on MTU
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「東京乗り換え案内」より
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IP&'(#

• ()�*��

• +,�-.
– �7
8�	o

• ������}�~��C 

• �(�
�LC�������
��

– p.
o
• ������O9��A��Q��~��C 

• ������/"012��3456
– q�
rst9A���:;<.
uv

• 1.0.0.0 78 223.255.255.255 9%
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0xDD0xA3 0x4A 0x7F

163.221.74.127/24

163 221 74 127
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IP&'(#

• :	��;<������
– p.
o] all 1 �z6{|��7
8�	R}~*�
��;��.
 (broadcast) @�*

– ��� 163.221.74.255

– |��7
8�	R��()YP�{���Y�*p.

R}�Y���N-n
T/
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IP&'(#

•  �=;<������
– 224.0.0.0 %& 240.255.255.255

– N���F�
• �����(����(���

1-2 B�y:��|8(
��D������

�1

• D���P�X���

• D�����



Nara Institute of Science and Technology

IPv4 header

0 4 8 16 31

Ver. IHL
Type of
Service Total Length (in Octet)

Identification Flags Fragment Offset

Time to Live Protocol Header Checksum

Source Address

Destination Address

Option (if any)
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IPv4 Header

• Version

• Internet Header Length

• Type Of Service
• Total Length

• Identification

• Flags
• Fragment Offset
• Time To Live
• Protocol
• Header Checksum

• Source Address
• Destination Address

• IP options
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IP Header

• Version
– ������Z�����
�

– � (IPv4)

• IHL
– Internet Header Length

– 32bit word 9�a/���
� (word�)

– IPz�'���� Aq¡
�9g /¢��U£�
�¤���
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Type Of Service

• >?�	�
�3@AB.C8D60#
– ��y.
���YGH�,�z6R�����]
�W&)*

– IP���N-n�GHRv�Y�����P���

• 1E� ��

D T RPrecedence GEF

� �
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Type of Service

• Precedence
– GH�U�

– �%&���

– ����N-n��� 
¡~

• FGHI��JKL��3�M6NO�PM
– y7
]!"()Y�*¢�
��
– D: low Delay

– T: high Throughput

– R: high Reliability
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Type of Service

• Q.7���RS�TU"��V%JWX

• Y7YZ[8\]^3_`aD
– GH�U��£�¤

– �-t¥�m¦@§¨H
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Total Length

• IP b�0#cd�ef

• )�*��g?

• h�ijb�0
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Time To Live

• ������
%�kS��lmn�
– ©ª�IP���N-n
«¬(­*

– !®¯RA°±��¯>���
£�Y�,

– ¯>�¡²A³��

• opq��r2/���s
– q�
rstF´ R�
µ&~

– �R�a,&���N-n
¶Y*
– /�p.
RF` (ICMP Time Exceeded)
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Fragmentation & Reassemble

• b�0R"�t3MTUJu9ABv6
– �����	·<�n����o��¸¹º
– ��� Ethernet 9»)� 1500¥	m7


• IPb�0#cd
– #¼º
– ¸¹º 64Kbyte (Total Length Field�2½)

• pwZb�0�MTUxy3z{
– fragmentation

– q�
rst R¾¿~*#��»�
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Fragmentation & Reassemble

• o|^Z}����%~+�
– reassemble

– À>�.mn9A reassemble �YA�c��

– ���Á��ÂÃ
(c*
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Fragmentation & Reassemble

• Flag 1�����HI���
– 0, DF, MF

– DF: Don’t Fragment
• ¥�¦��A§�¨©C� ��
DE�P fragment ª�

.CP�«��

• MTUQ�¬IP��
DE�A­®�¯=�P°E�

– MF: More Fragment
• �ED±��¨©C�C�3l�²%� fragment Ag ¯=
�§�
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Fragmentation & Reassemble

• Fragment Offset (13bit)
– |����N-n]Ä�Å7Æ�Ç�È�o�%
– MF@ Fragment Offset 
ÄR Reassemble 
DÉ
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Fragmentation & Reassemble

Network

Gateway1

MTU=1500

MTU=4000

MTU=500

���o�]2000
Êt
�IP���N
-n
/*@ÈË�
*%Ì ÍÎ7ÏAw
�¥	m7
Ð

Gateway2

Host A

Host B
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Fragmentation & Reassemble

• Host A
– H+1480: MF=1, FO=0

– H+520: MF=0, FO=1480

• Gateway 1
– H+480: MF=1, FO=0

– H+480: MF=1, FO=480

– H+480: MF=1, FO=960

– H+40: MF=1, FO=1440

– H+480: MF=1, FO=1480

– H+40: MF=0, FO=1960

• fragment ]Ñv9¢�Ò
�)�{IP���N-n
X±
ÓÔ
– ³r´��l�A 
– NFS9Pµ¶
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• Protocol 1����
– ÕÖ��
���×Ø
Ù�Ú~
– multiplexing/demultiplexing �GH

– TCP (6), UDP (17)

– ��
��.t7ÛRÜ*ÕÖ$GH�Ý�
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IP���0�1

• IPb�0#cd�IPb�0#cd%��

• Protocol 1����3J&�Z�
– IP over IP

• �"�R"# (tunneling) Jo�%J����DB
v6�
– IPsec / VPN (Virtual Private Network)

– IP Multicasting

– Þß�7
8�	 (Mbone, 6bone)
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Network Byte Order

• IPh�i�s�1����������

• RFC791%�X

• ������/�)�i�J��3X�
– àáRâ�]ã��ÜËR~*,W

• big-endian
– MSB]äå

– æç7
·è�L7
9¡é~*@êë
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Checksum

• 16bit 1’s complement arithmetic

• h�i�=2���d
– ®ì~*z6RA{checksum ·¦��;A all 0 9»
*í@
Þ"�Y®ì

• ����
– Î7Ï
îïy7
 R�ð�Y{ñ (sum) ®ì

– òó� 1‘s complement (1�ô�)

• }��%Jh�i� checksum �~�����


