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ISIS��������ESES
ES: End System ������
� ��� �
!"#��$Ethernet%&�'������
� ()*+,'��-./�

ES: End System �0����
� FDDI%&�'12��� �
!"#��$345
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IS: Intermediate System
� =>?@&+12/�AB$CD

� EF
�����	
���

Copyright ©2000, Suguru Yamaguchi, All right reserved

����������������������������������������

� Connectionless
» ���
�����
» best effort�
» e.g. IP (Internet Protocol), XNS

� Connection Oriented
» ������
» ��	��� �!"#�
» e.g. X.25
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» �����	$%&'()*+��,���
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» 0123
• ,-./��

012 �3
• 4���
���
562 �3
• 78(�9,-2 �3

» �����	4�56
• :�MTU (Maximum Transmission Unit) ;�<=
• fragmentation / reassemble
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�������������������������������� (2)(2)
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» �7
8�	$9:;<.=>
"?
» �����	$@ABC
» DE�F�GH9AI"������	$
JK
» �7
8�	$:;<.@�����	$:;<.�L7
M�N

» N(a) O N(b)
• N(a)>DL(a) ?��
01@ DL(b) > N(b)

» ARP (Address Resolution Protocol)
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IPIP

� IPv4: Internet Protocol (version 4)
� TCP/IP��� !"#�������$��� !
�%&

» connectionless (IP datagram)
» 4 octet address space with its own structure
» unicast / multicast / broadcast / anycast
» IP + ICMP + ARP + 0123
» reassemble is done only at the end system
» fragmentation is done based on MTU

Copyright ©2000, Suguru Yamaguchi, All right reserved

������������������������

Network

Gateway

GatewayA&!'()�B.C
IP��
DE�
FGHIJK
�./ALC01

MN������OP��
���
�Q R$S-



5

Copyright ©2000, Suguru Yamaguchi, All right reserved��������	
��

����������������������������������������������������������������������������������������

� T(��
)PUVWXY(Z�[\�
)�]^2 
� Y�P_`aY(b��cde)BfS�YAg 
� hGi(������)P7jk6�3l�"#mn
� opqr�FG�FG�opPsX�tu

� vwx�yz�{�|P���
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IPIP&'(#&'(#&'(#&'(#&'(#&'(#&'(#&'(# (1)(1)

� '(�)��

�*+�,-

» �7
8�	`
• �����������C 
• �(�
�LC�������
��

» a.
`
• ������O9��A��Q�����C 

�������.�/01��2345

» b�
cde9A���:;<.
fg
� 1.0.0.0 67 223.255.255.255 8#
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IPIP&'(#&'(#&'(#&'(#&'(#&'(#&'(#&'(# (2)(2)

0xDD0xA3 0x4A 0x7F

163.221.74.127/24

163 221 74 127

�7
8�	`Ahij7
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IPIP&'(#&'(#&'(#&'(#&'(#&'(#&'(#&'(# (3)(3)

�9���:;������
» a.
`k all 1 �l6m[��7
8�	Qno*p
q�;rs.
 (broadcast) @�*

» tVu 163.221.74.255
» [��7
8�	Qvw()SxTmyz�S�*a.

Qn�S���N-{
|/
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IPIP&'(#&'(#&'(#&'(#&'(#&'(#&'(#&'(# (4)(4)

��!<:;������
» 224.0.0.0 %& 239.255.255.255
» N}�~F�

• �� ¡¢(�£¤�(���

1-2 B�y:¥�|8(
��D������

�1

• D���P¦X�§¨
• D���©ª
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IPv4 header (1)IPv4 header (1)

0 4 8 16 31

Ver. IHL Type of
Service Total Length (in Octet)

Identification Flags Fragment Offset

Time to Live Protocol Header Checksum

Source Address

Destination Address

Option (if any)
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IPv4 header (2)IPv4 header (2)

� Version
� Internet Header Length
� Type Of Service
� Total Length
� Identification
� Flags
� Fragment Offset
� Time To Live
� Protocol
� Header Checksum

� Source Address
� Destination Address
� IP options
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IP header (3)IP header (3)

� Version
» �«��¬�Z�­�®¯
�

» ° (IPv4)

� IHL
» Internet Header Length
» 32bit word 9±a/²�³
´ (word±)

» IPz�'¯����Aqµ
´9g /���U¶�
�·��¤
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((classic) Type Of Serviceclassic) Type Of Service

� Non-DiffServ
�=>��� !2?@A-B7C5/�

» ��j.
���SGH�,�l6Q�����k
��&)*

» IP���N-{�GHQg�S�����x���

�0D����

D T RPrecedence
� �

M ���
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Type of Service (1)Type of Service (1)

� Precedence
» GH���
» �%&���
» ����N-{����
�o

�EFGH��IJK��2�L5MN�OL

» j7
k!"()S�*��
��
» D: low Delay
» T: high Throughput
» R: high Reliability
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Type of Service (3)Type of Service (3)

�P-6���QR�ST���U#IVW

�X6XYZ7[\]2^_`C

» GH�����V�
» ~-e����@��H

� DiffServ�abc2d@AeWf
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DiffServDiffServ))))))))*+,-*+,-*+,-*+,-*+,-*+,-*+,-*+,-TOSTOS./��'./��'./��'./��'./��'./��'./��'./��'

� TOS0g�!��eWf
» 2bitAECN�,�Q��
» IPv6 � Traffic Class Q�5K

low 
delay

through-
put

Relia-
bility

min
costprecedence

(currently 
unused)

DSCP
(Differentiated Service Code Point)
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DiffDiff--ServServ
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��������hFi#�jk���lm
»  7¡¢�; (edge node)

• Z�¤¸e���¹¥
• SLA: Service Level Agreement

» £>¢�;
• Z�¤¸e���º»/�	��(	®\���D

» ¤¥¢�; (boundary node)
• ������!�¼���?SLA)�./ALC�Z�¤¸e��

½¾3a 
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DiffDiff--serv serv 
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Total LengthTotal Length

� IP n�/�jo�pq
�(�)��r>

�s�tun�/
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Time To LiveTime To Live

��������#�vR��wxy

» ¦§�IP���N-{
¨©(ª*
» !«¬QA­®��¬>���
�VS�,
» ¬>��¯A°��

�z{|��}1.���~

» b�
cdeF± Q�
²&o
» �Q�\,&���N-{
³S*
» /�a.
QF´ (ICMP Time Exceeded)
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Fragmentation & Reassemble (1)Fragmentation & Reassemble (1)

�n�/Q���2MTUI�8@A�5
» �����	µ<�{����`��¶·¸
» tVu Ethernet 9U)u 1500�	�7


� IPn�/�jo
» #¹¸
» ¶·¸ 64Kbyte (Total Length Field�2º)

�{�Yn�/�MTU��2��
» fragmentation
» b�
cde Q»¼o*#��UT
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Fragmentation & Reassemble (2)Fragmentation & Reassemble (2)

�z�]Y�����#e*�
» reassemble
» £>�.�{9A reassemble �SA�½��
» ���¾��¿À
(½*
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Fragmentation & Reassemble (3)Fragmentation & Reassemble (3)

� Flag 0g�!��GH���
» 0, DF, MF
» DF: Don’t Fragment

• ¿�À��A¹¥ÁÂC� ��
DE�P fragment Ãª

.CP�Ä��

• MTUQ�ÅIP��
DE�AÆ¾�Ç=�PÈE�

» MF: More Fragment
• �EDÉ��ÁÂC�C�3l�Ê%� fragment Ag Ç=
�¹¥
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Fragmentation & Reassemble (4)Fragmentation & Reassemble (4)

� Fragment Offset (13bit)
» [����N-{kÁ�Â7Ã�¡�Ä�`�%
» MF@ Fragment Offset 
ÁQ Reassemble 
DÅ
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Fragmentation & Reassemble (5)Fragmentation & Reassemble (5)

Network

Gateway1
MTU=1500

MTU=4000

MTU=500

���`�k2000Æe

�IP���N-{
/*
@ÄÇ�*%?

ÈÉ7ÊAh��	�7
Ë

Gateway2

Host A

Host B
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Fragmentation & Reassemble (6)Fragmentation & Reassemble (6)

� Host A
» H+1480: MF=1, FO=0
» H+520: MF=0, FO=1480

� Gateway 1
» H+480: MF=1, FO=0
» H+480: MF=1, FO=480
» H+480: MF=1, FO=960
» H+40: MF=1, FO=1440
» H+480: MF=1, FO=1480
» H+40: MF=0, FO=1960

� fragment kÌg9��Í
�)umIP���N-{
Î®
ÏÐ

» ËrÌ��l�A 
» NFS9PÍÎ
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01�	�
��
2301�	�
��
2301�	�
��
2301�	�
��
2301�	�
��
2301�	�
��
2301�	�
��
2301�	�
��
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� Protocol 0g�!�
» ÑÒ~q
�}�ÓÔ
Õ�Öo
» multiplexing/de-multiplexing �GH
» TCP (6), UDP (17)
» ~q
�}.e7×Q_*ÑÒ$GH�Øz
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IPIP���4�5���4�5���4�5���4�5���4�5���4�5���4�5���4�5

� IPn�/�jo�IPn�/�jo#��
� Protocol 0g�!�2I%�Y�

» IP over IP
� ���Q�� (tunneling) Iz�#I����CA
�5�
» IPsec / VPN (Virtual Private Network)
» IP Multicasting
» ÙÚ�7
8�	 (Mbone, 6bone)



18

Copyright ©2000, Suguru Yamaguchi, All right reserved

Network Byte OrderNetwork Byte Order

� IPs�t�~�0g�!����c��
� RFC791#�W
�������.�(�t�I��2Wf

» ÛÜQÝ�kÞ��_ÇQo*,�
� Big-Endian

» MSBkßà
» áâ7
µã�L7
9�äo*@åæ
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ChecksumChecksum

� 16bit 1’s complement arithmetic
�s�t�<1�� o

» «ço*l6QAmchecksum µ��};A all 0 9U
*è@
Ù"�S«ç

�¡¢��

» É7Ê
éêj7
 Q�ë�mé�ì�
«ç
» í«ç
» îï�1�ì�

���£#Is�t� checksum �e¡¢¤¥¦
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8. 8. &'(#67&'(#67&'(#67&'(#67&'(#67&'(#67&'(#67&'(#67 ((address resolution)address resolution)
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Address ResolutionAddress Resolution

�������$�����n�/Q��$����
������

» 0123�ðë
• ��
�����op
• ��1 Ï¾8(��op

» DE�ñ/GH9ò�@�*óß������	$:
;<.�ôõ
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8989:;<8989:;<8989:;<8989:;<8989:;<8989:;<8989:;<8989:;< (1)(1)

�)�9!�§

» �a.
9nö�
�Ho*
» ÷��!"
» øù�ú(��7
8�	9Aûü
» a.
��7
8�	e��µd�.k¹ý(),l6
QAmÎS�a.
9��p}�ýþkò�
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8989:;<8989:;<8989:;<8989:;<8989:;<8989:;<8989:;<8989:;< (2)(2)

� ���§

» ��p}�����

» ��Æ9��
Ì��H

» ��Æ@�F�
Ä�_ÇQD¯o*�%
• well-known £¤�(
56
• ��Ð��£¤�(
56
• broadcast (��
����Ñ�@
56

» ��ÆkÊc��,l6�nG��AÄÇo*�%

• Ò�­�Ó��Ô
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8989:;<8989:;<8989:;<8989:;<8989:;<8989:;<8989:;<8989:;< (3)(3)

�¨]�W��
» ARP (Address Resolution Protocol) �JK
» F�¬ Q�"

• Dynamic Binding

» �7
8�	$Q�����F���kò�
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ARPARP

� RFC826
�n�/Q���©!#�ª«���¬�A­�
®�¯��°

�­�®�¯��B±���Z����²«�³K

Ethernet(A)?

X A B

08:ac:fe:90:43:88
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=>?=>?=>?=>?=>?=>?=>?=>? (1)(1)

�n�/Q��$�2ARP��§��WL5´µ
Z¶5
» RFC826 A�K�ARP
"�S�*

• Broadcast Channel �Õ«
• 1-Ö��
���£¤�(A�����&�×Ø
• ¬����£¤�(ÙÚA�¥qr

» è�	

A�Þ*�����	9AJK9���
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=>?=>?=>?=>?=>?=>?=>?=>? (2)(2)

�9���:;�������³KL5�j.���
Z¶5·®2I¸¹L5�6
» Ethernet Meltdown….
» 
&%QD�Ñ���

� º¹»-�¼Z�±·®2I¸¹L5�6

» �ßQ��a.
�:;<.
�V*

» F�Þ��Í�*#��k��

» Ãr������
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UNIXUNIX@
��@
��@
��@
��@
��@
��@
��@
��

�)�9!�§�¨]�W�§�½��¾¬
» arp �L�;Q_*��p} �
�������

» ARP~q
�}Q_*z��"

» ��6�ª��
²&o,�QmARPQ_*z��

"(),��Ars7��()*

• N¥Û!OPÜ�¡¢�'\
56
• N¥Û!ÊPÝ�CÍ�=�Þ
• ß6X�Ãª


