IPv4




® |Pv4
® Address Resolution
® ICMP




P




(IS: intermediate system)

(ES: end system)




IS ES

ES. End System

Ethernet

|S: Intermediate System

ES. End System
FDDI




® Connectionless

— best effort
— e.g. IP (Internet Protocol), XNS

® Connection Oriented

— e.g. X.25




(1)

MTU (Maximum Transmission Unit)
fragmentation / reassemble




(2)

N(a) - N(b)
 N(a)-DL(a) DL(b) - N(b)
ARP (Address Resolution Protocol)




IP

® |Pv4: Internet Protocol (version 4)
® TCP/IP

®
— connectionless (IP datagram)
— 4 octet address space with its own structure
— unicast / multicast / broadcast / anycast
— IP+ICMP + ARP +
— reassemble is done only at the end system
— fragmentation is done based on MTU




P (2)

® |P version 4
— 1980
— 20

. . Technology Development, IPv4
. . Engineering on IPv4
— 1990

* Engineering on IPv4 networking

— CIDR

— Hierarchical Routing and Router Aggregation
* |IPv6

— Technology development
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TCPI/IP

Network
Interface

Physical

Network
Interface

Network Physical
Interface

Physical

IP End-to-End
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TCPI/IP

|P







5322
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Router
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IP over Something (1)

® Payload Encapsulation

— Encapsulation / De-capsulation

I/ 7 8
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IP over Something (2)

® Classical IP over ATM o
— AALS — IP
— ATM
— SONET

- | P datagram

LCEEE EE -
1

SONET
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IP

(1)

® 1.0.0.0

223.255.255.255
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IP

(2)

163

221

4

127

OXA3

OxDD

Ox4A

Ox7F

163.221.74.127/24
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P (3)

— broadcast)
. broadcast
. broadcast

— E.g directed broadcast

— all 1
(broadcast)

163.221.74.255 (/24 network)
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IP

(4)

— 224.0.0.0

239.255.255.255
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IPv4 header (1)

Type of
Ver. IHL Service Total Length (in Octet)

|dentification Fragment Offset
Time to Live Header Checksum

Source Address

Destination Address

Option (if any)




IPv4 header (2)

Version

Internet Header Length
Type Of Service

Total Length
|dentification

Flags

Fragment Offset
Time To Live
Protocol

Header Checksum

® Source Address
® Destination Address
® |P options
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IP header (3)

® \ersion

~  (IPv4)

® |HL
— Internet Header Length

— 32bit word
(word )

—IP
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(classic) Type Of Service

® Non-DiffServ
)

—IP

Precedence| D | T | R | M
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Type of Service (1)

® Precedence

— D: low Delay

— T: high Throughput
— R: high Reliablility
— M: Minimum Cost




Type of Service (3)

® DiffServ
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DiffServ

TOS

® TOS
— 2hit
— |IPv6

ECN
Traffic Class

low

precedence delay

through-

put

Relia-
bility

min
cost

1

DSCP

(Differentiated Service Code Point)

(currently
unused)




Diff-Serv (1)

®
— (edge node)

SLA: Service Level Agreement

— (boundary node)
. SLA)
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Diff-serv (2)

|SP-B

—
LT

=

customer

——
g ,

=

customer

SLA




(From our observation from DiffServ discussions..)

® Any IP gateway can rewrite any fields in IP header,
therefore, ....
— NAT (Network Address Translation)
— Port Masguerading

® But, is this right thing for network layer (L3) design?

— Basically, what network layer should provide is a clear
channel between two end nodes communicating each other,

— The definition of “clear channel” is a key.




Total Length

® |P
o
o
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Time To Live

(ICMP Time Exceeded)
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Fragmentation & Reassemble (1)

® MTU

— Ethernet 1500
® P

— 64Kbyte (Total Length Field )
o MTU

— fragmentation
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Fragmentation & Reassemble (2)

— reassemble
— reassemble
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Fragmentation & Reassemble (3)

® Flag
— 0, DF, MF
— DF: Don’t Fragment
fragment

« MTU IP

— MF: More Fragment
fragment
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Fragmentation & Reassemble (4)

® Fragment Offset (13bit)

— MF Fragment Offset Reassemble

38



Fragmentation & Reassemble (5)

MTU=500

MTU=1500 Gateway?2

2000
|P

TU=4000
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Fragmentation & Reassemble (6)

® Host A ® fragment
— H+1480: MF=1, FO=0 IP
— H+520: MF=0, FO=1480 —

® Gateway 1 — NFS

— H+480: MF=1, FO=0

— H+480: MF=1, FO=480
— H+480: MF=1, FO=960
— H+40: MF=1, FO=1440
— H+480: MF=1, FO=1480
— H+40: MF=0, FO=1960




® Protocol

multiplexing/de-multiplexing
TCP (6), UDP (17)
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IP (1)

® P IP
® Protocol
— IP over IP
o (tunneling)

— IPsec / VPN (Virtual Private Network)
— |IP Multicasting
— (Mbone, 6bone)

- MTU (IP header
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P (2)

S &S




* Encapsulation & De-capsulation.

|P

|P




Network Byte Order

® P
® RFC/91
o

® Big-Endian
— MSB
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Checksum

® 16bit 1's complement arithmetic

o
— checksum

@ checksum

all 0
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(address resolution)
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Address Resolution
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(1)
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(2)

well-known

broadcast (

ATM LANE (LAN Emulation)
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3)

— ARP (Address Resolution Protocol)

e Dynamic Binding

ol



ARP

® RFC826
®
®
X
-

< Ethernet(A)?

08:ac:fe:90:43:88
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(1)

ARP

— RFC826 ARP
 Broadcast Channel
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(2)

Ethernet Meltdown....
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UNIX

— arp
— ARP

ARP
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ICMP

(probe)

S7



ICMP (1)

®
— Echo Request / Echo Reply

®
— Destination Unreachable
— Source Quench
— Redirect
— Time Exceeded for a Datagram
— Parameter Problem on a Datagram
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ICMP (2)

— Timestamp Request / Timestamp Reply
— Address mask Request / Address mask Reply
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ICMP

® ping
— ICMP echo request / reply
® traceroute (tracert on Windows)

— UDP / ICMP time exceeded
® Path MTU Discovery

— fragmentation
— DF bit [/ ICMP destination unreachable

. 576 octet




® |[CMP
® I[CMP

IP

ICMP
ICMP

P
IP
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