IPv6

ICMPV6

IPv6 Nop

API
IPv6

IPv6 IPv4

[ ]
- 128bit
« 32bit 4,294,967,296 (40 )
« 128bit
340,282,366,920,938,463,463,374,607,431,768,211,456

IPv6




IPv6 IPv4

(cont.)

IPv6 IPv4 (cont.)

— ARP - NDP
[ ]
— IPsec
[ ]
- IP
* MobilelPv6
* IPsec

« Explicit Multicast

IPV6 -
[ ]
— End-to-End
[ ]
[}
— MobilelP
— IPsec




(cont.)

® [Pv6 L] (Neighbor)
- IPv6 _
® |Pv6 ® |Pv6
- IPv6 — IPv6 +
® IPv6 ® MTU
— IPv6 IPv6 _
L4 o MTU
- - MTU
(cont.)
°
® |Pv6
°

— IPv4  IPv6




IPv6

IPv6

® 128bit 16
e 4 :
— 3ffe:501:100c:e320:2e0:18ff:fe98:936d
[ J 0

— 3ffe:0501:100c:e320:0000:0000:0000:0001 —
3ffe:501:100c:e320::0001

- ID ( 64bit)
« EUI-64
 Ethernet

(

MAC

64bit)

IPv6 (cont.)

Network Prefix Interface ID

64bit 64bit

IPv6 : 2001:218:1800::/48
IPv4 : 45.0.0.0/8

(subnet .2
2001:218:1800:€100::/64
2001:218:1800:€200::/64
45.0.1.0/24

® Unicast Address

® Anycast Address

® Multicast Address




(cont.)

Anycast

® | oopback Address

® |Pv4
— :IPv4 address
— 1:203.178.142.1

® |Pv4
— uffff:IPv4 address
— :ffff:203.178.142.1
- IPv4

® Global address

® Link-Local address

- fe80::1
® Site-Local address

— fc00::1000:0:0:0:1

(cont.)

TS
o "

Site-local

LT
Od *s,

o
ACPFPE AL

tannns®

0
0 .
. .
ftranaanntt




Format Prefix

[ ] (RFC2374) Prefix
. Reserved 0000 0000 1/ 256
Unassi gned 0000 0001 1/ 256
Reserved for NSAP Allocation 0000 001 1/128
Reserved for | PX Allocation 0000 010 1/128
Unassi gned 0000 011 1/128
Unassi gned 0000 1 1/32
FR TLAIDIRE| NLAID SLAID Interface ID Unassi gned 0001 1/16
Aggregatabl e G obal Unicast Address 001 18
Unassi gned 010 18
3 13 8 24 16 64 Unassi gned 011 18
. Unassi gned 100 18
FP Format Prefix Unassi gned 101 18
RE Reserved
TLAID Top-Level Aggregation Identifier
NLA ID Next-Level Aggregation Identifier
SLAID Site-Level Aggregation Identifier
> I 2
Format Prefix (cont.)
Prefix
3ffe:500::/24
Unassi gned 110 18
Unassi gned 1110 v - - A o A \ sreecscsncennencen TLA ID
Unassi gned 1111 0 1/32
Unassi gned 1111 10 1/64
Unassi gned 1111 110 1/128 3ffe:501::/32
Unassi gned 1111 1110 0 1/512
Li nk- Local Unicast Address 1111 1110 10 1/1024
Site-Local Unicast Address 1111 1110 11 1/1024 N LA | D
Ml ticast Address 1111 1111 1/ 256

Unassigned

Unicast

3ffe:501:1000:/48 3ffe:501:2000:/48




TLA (Top Level Aggregator)

NLA (Next Level Aggregator)

® RIRs (ARIN, RIPE, APNIC)
® /29
® Default-free

FP|TLAID |RE| NLAID

3 13 8 24

FP| TLA ID |SUBTLA NLA ID

® TLA ISP
°
® /30 /48

FP|TLAID |[RE| NLAID

3 13 8 24

FP| TLA ID [SUBTLA NLA ID

1D ID
3 13 13 19 3 13 13 19

SLA (Site Level Aggregator) TLA

® NLA ® 3 native IPv6

® /49 /64 ® Transit (leaf
® Registry
® Registry RIR
® |ANA

FP|TLA ID SU?SLA NLAID | SLAID

3 13 13 19 16




SLA has been gone!

® SLA

— NLA

— RFC3513
* Global routing prefix + Subnet ID
« Interface ID (64bit)

— APNIC assignment
« Global routing prefix: /32 (= TLA)
« 32bit assignment for networks (= Subnet ID)

Ethernet IPv6

o MAC

® EUI-64

— 00:e0:18:98:93:6d (MAC address) —
3ffe:501:100c:e320:2e0:18ff:fe98:936d

Unicast Address

® Link Local Address

fe80::2e0:18ff:fe98:936d

Anycast Address

| 10 bits | 56 bits | 64 bits
1111111010 [00000. . ....... 0000| interface Id
® Site Local Address
fecO:: 2e0:18ff:fe98:936d
64 bits

1111111011 [00000..0 | Subnet ID

interface Id

® Unicast Address
°
° 1




8 bits

| 4 | 112_hiits

11111111

4 |
| flgslsoopel group ID

oo

node-local scope
link-local scope
site-local scope
organization-local scope
global scope

0o

0000 00 O(@MOOO)DDDOOO
0001 OOOOOODODO

TMoON - O

m
]
o
=
IS4
o
o
o
o

eeeeeee
eeeeeee

roooeooQe
XxXeeeeee
XONNRRO

e
o

DHCP

IPv6
IPv6
IPv6
IPv6

IPv6

9% ping6 ff02::1%eth0
PING ff02::1({f02::1) from fe80::260:18ff:fe98:936d eth0: 56 data bytes

64 bytes from :1:

64 bytes from feg0:
64 bytes from feg0:
64 bytes from feg:
64 bytes from feg:
64 bytes from feg0:
64 bytes from feg:
64 bytes from feg0:
64 bytes from feg:
64 bytes from feg:
64 bytes from feg:
64 bytes from fego:

12€0:18ff-feag:4e0a: icmp_seq=0 hops=64 time

mp_seq=0 hops=64 time=1.2 ms

(0:b7H:fe9a:6f27: icmp_seq=0 hops=64 time=1.3 ms (DUP!)
4 ms (DUP!)
7 ms (DUPY)
0 hops=64 time=1.8 ms (DUPY)

:240:26ff:fe66:a4: icmp_seq=0 hops=64 time=1.8 ms (DUP!)
1200:86ff:fed2:55f: icmp_seq=0 hops=64 time=1.9 ms (DUPY)

€0:18ff fea8:34c8: icmp_seq=0 hops=64 time=2.2 ms (DUP)
10:4bff-fe92:cc93: icmp_seq=0 hops=64 time=2.2 ms (DUP!)
50:70ff:fe01:028: icmp_seq=0 hops=64 time=2.3 ms (DUPY)
a0:ccff1e73:3417: icmp_seq=0 hops=64 time=2.4 ms (DUP!)
6ms (DUPY)

Global Unicast




(NetBSD)

de0: f 1 ags=8863<UP, BROADCAST, NOTRAI LERS, RUNNI NG, SI MPLEX, MULTI CAST> ntu 1500
address: 00: 00:  8: 03: db: 34
nedia: Ethernet autosel ect
status: active
inet 203.178.138.146 netmask Oxfffffff8 broadcast 203.178.138.151
inet6 feg0::200:f8ff:fe03: db34%de0 prefixlen 64 scopeid Ox2
inet6 2001: 200: 0: 4400: 200: 1 8f f: f e03: db34 prefixlen 64
inet6 2001: 200: 0: 4400:: 1 prefixlen 64
inet6 feco::4401:0:0:1:1 prefixlen 64
100: f1ags=8009<UP, LOOPBACK, MULTI CAST> ntu 33228
inet 127.0.0.1 netnmsk Oxff000000
inet6 ::1 prefixien 128
inet6 fego::1% 00 prefixlen 64 scopeid Ox4

(Linux)

% netstat -g

Interface RefCnt Group

lo 1

eth0 1

eth0 3 ff02::1:ff98:936d
eth0 1 ffo2:1

eth0 1 ffo2:2

<
<
<
<

RIPng

Solicited Multicast
All node Multicast
All router Multicast

IPv6

2001: 200: 160: :/ 48 fe80: : 260: 18(1: f e08: a28%vcO UGL 0 0 0180 pvco
2001: 200: 161: :/48 fe80: : 260: 18(1: f e08: a280%vcO UGL 0 0 0180 pvco
2001: 200: 162: :/ 48 1€80: : 260: 1811 : f 98: a28d%vc0 UGL 0 9 0180 pvco
2001: 200: 180: :/ 48 1e80: : 2e0: 1811 : f 98: a28d%vc0 UGL 0 0 9180 pvco
2001: 200: 180: 2: 1 / 64 1e80: : 2e0: 1811 : f 98: a28d%vc0 UGL 0 3 9180 pvco
2001: 200: 180: 3: : / 64 fe80: : 20: 18f 1 : f e98: a28d%vcO UGL 0 0 9180 pvco
2001: 200: 1a8: 300: :/ 64 fe80: : 260: 18(1: f e98: a280%vcO UGL o 0 0180 pvco
2001: 200: 1a8: a00: :/ 64 fe80: : 260: 18(1: f e08: a280%vcO UGL 0 0 0180 pvco
2001: 200: 1a8: 88d0: : / 64 1€80: : 260: 1811 : f 98: a28d%vc0 UGL o 0 0180 pvco
2001: 200: 1a8: 8940: : / 64 1e80: 1 2e0: 1811 : f 98: a28d%vc0 UGL 0 0 9180 pvco
2001: 200: 200: :/ 40 fe80: : 20: 18( 1 : f e98: a28d9%vcO UGL 0 0 9180 pvco
2001: 200: 300: :/ 40 fe80: : 20: 18f 1 :  e98: a28d9%vcO UGL 0 0 9180 pvco
2001: 200: 500: :/ 40 fe80: : 260: 18(1: f e98: a280%vcO UGL o 0 0180 pvco
2001: 200: 600: : /40 1€80: : 260: 1811 : f 98: a28d%vc0 UGL 0 0 0180 pvco
2001: 200: 800: :/ 40 1e80: 1 260: 1811 : f 98: a28d%vc0 UGL o 0 0180 pvco
2001: 200: 900: :/ 40 1e80: : 2e0: 1811 : f 98: a28d%vc0 UGL 0 0 9180 pvco
2001: 208: :/35 fe80: : 20: 18( 1 :  e98: a28d%vcO UGL 0 0 9180 pvco
2001: 218: 1135 fe80: : 260: 18(1: f e08: a280%vcO UGL o 10 9180 pvco

3ffe:501:1000::/48

3ffe:501:2000::/48  3ffe:501:3000::/48




® NLA ->TLA Aggregation
o TLA
® draft-ietf-ipngwg-ipv6-2260-01

- Edge router

'

2001:218:1800::/48

3ffe:501:1000:1000::/64
2001:218:1800:1000::/64

IPv4

Ver‘ HL ‘ TOS | Total Length

Fragment
F'a@i Offset

TTL ‘Protooo Header Checksum

Identification

IPV6

Source Address

Destination Address

Options Padding

IPv4




IPV6 IPv6
® Version 6
® Traffic Class (diffserv)
Ver‘ Traffic ‘ Flow Label i
Cla o IPv4 ® Flow Label (real-time)
ex -
Payload Length‘ HpadpJ Hop Limit [ pay|oad Length
® Next Header RFC1700
Source Address €8 ( )
® Hop Limit
® Source Address
Destination Address ® Destination Address
IPv6
(2)
[ ]
— Hop-by-hop option IPv6 Header TCP Header
- Next Header
[ ] =TCP
° IPv6 Header EXT Header TCP Header
L4 i“"EXX‘TH‘*a“” Next Header = TCP
[}
) IPv6 Header EXT Header EXT Header TCP Header
[ ] ( Next Header Next Header Next Header
= EXT = =TCP




®3)

[ ] (]
- (]
[ ]
~ 8bit 8hit
Next Header Hdr Ext Len Option
° ICMP | P
Option ‘ Option
[ 8
(]
OptionLen 00000 -
p! // type O
[Srenryne | omorien | opin o

0

00
01
10
11

1/
77
ooooooo

goo0oO0oooOoooOoobooOoooo
00o0000000000000o00

000o00000000O0o00O0o0
ooooooo
OoooOooooowiwoooooooo
ooooooobooao
oooooooDoooooIMw,OO0Ooooono

Next Header

Hdr Ext Len Routing Type | Segment Left

Reserved

Address[0]

Address[1]

Address[n]




® Hdr Ext Len

® |Pv6

— Segment Left > Hdr Ext Len/2

-8
® Routing Type — Segment Left=0
- T 0 .
ype — Segment Left < Hdr Ext Len /2
® Segment Left . IPv6
- °
(cont.)
°
IPV6 °
Header °
Routin Routing Header i
Heade? |Pv6 address ® Path MTU Discovery

Payload

IPv6 Header




° MTU
3 ( )
0 F1 F2
NextHeaderl Reserved | Fragment Offset |Re|M H
Identification s = m }
— Fragment Offset & &
M=1 M=1 M=0
8 ) FO=0 FO=F1 FO=F2
— M - More bit
* L 0: Next Header Reserved | Fragment Offset |Re|M
_ Identification S L N A B R
Identification
No Next Header
[ ] [ ]
[ ]
8bit 8bit
Next Header | Hdr Ext Len ‘ Option
Option ‘ Option




® TCP UDP IPv6

- 20 [ ]
°
_ QoS R L e
_ C Source Address
N E Destination Address
zero Next Header Payload Length
ICMPV6
® Internet Control Message Protocol for IPv6
e |P
ICMPV6

® |[CMP
— ping, traceroute

® |Pv4 ICMP




ICMPV6

Type ‘ Code ‘ checksum

Message Body

Type Value
Type Semantics
1 Destination unreachable
2 Packet is too big
3 Time exceeded
4 Parameter problem
128 Echo request
129 Echo reply

Path MTU

° Path MTU
- MTU
— ICMP  Too Big Message
- 10 )

s R R N

Path MTU Discovery

NDP (Neighbor Discovery Protocol)

NDP

® ARP(Address Resolution Protocol)
NDP(Neighbor Discovery Protocol)

® |[CMP

e |P

— Multicast




NDP

® Router Solicitation

— Solicited Address
® Router Advertisement

® Neighbor Solicitation

® Neighbor Advertisement

® Redirect

Solicited Multicast Address

etho 00:E0:18:98:93:6D
inet 203.178.143.49 :203.178.143.255 255.255.255.0
inet6 + fe80::2¢0:18fe98:936/10
inet6 ffe:505:d:11/64
inet6  3ffe:505:d:1000:260:18ff-1e98:936/64
inet6  3ffe:501:100¢:0210:2€0:18ff:fe98:936d/64.
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX 11876764 6 0 0
™ 9069672 0 0 0 0
(Collisions):0 TX 100
11

NDP

tcpdunp: listening on fxp0

09: 52: 22. 010035 2001: 218: 1800: c050: 210: f 3f f : f e03: 5445 >
ff02::1:ff00:567: icnp6: neighbor sol: who has
2001: 218: 1800: c050: : 567

09: 52: 23. 010035 2001: 218: 1800: c050: 210: f 3f f: f e03: 5445 >
ff02::1:ff00: 567: icnp6: nei ghbor sol: who has
2001: 218: 1800: c050: : 567

09: 52: 24. 010037 2001: 218: 1800: c050: 210: f 3f f: f e03: 5445 >
££02::1:100: 567: icnp6: neighbor sol: who has
2001: 218: 1800: c050: : 567

09: 52: 24. 010399 f e80: : 200: 87f f: f e28: €090 >
2001: 218: 1800: c050: 210: f 3f f: f e03: 5445 : icnp6: nei ghbor adv:
fe80::200: 87ff: fe28: e090

tgt is




NDP

NONE

( )

NA
INCOM pLETEF—»}?EACHABLEI—{ STALE |

-

PROBE | DELAY
l—D_‘ma./wﬁ RST_PROBE_TIME

NS
( )

Solicited Address

. P

® 2001:218:1800:c050::1234:5678
— f02::1:ff34:5678

— 2001:218:1800:c050::1234:5678
f02::1:ff34:5678

2001:218:1800:¢050::1234:5678

® Stateless Address Auto Configuration
°

® NDP

® EUI-64

Plug & Play




°
® draft-ietf-ipngwg-router-renum-10
°

IPsec

[ ]
— keyed MD5 DES CBC ...
®3

2
® AH  Authentication Header
® ESP  Encapsulating Security Payload




(AH)

® AH Authentication Header
® IPv6

Next Header | Length | Reserved

Sequence Number

'Security Parameters Index (SPI)

T Authentication Data ]\

(cont.)

® [ength: Payload

® SPI:

® Sequence Number:
® Authentication Data:

Security Parameters Index

) Security
Association(SA) SPI

® SA SPI

(ESP)

® ESP  Encapsulating Security Payload
® |Pv6

Security Parameters Index (SPI)

Sequence Number

Initialization Vector (variable len)

Payload Data (variable len)

4, Padding (0-255byte)

"padlen | NH

Authentication Data (variable len)

10




ESP -

ESP | IP Hdr ‘Ext Hdr ‘ TCP Data |

ESP | IP Hdr ‘ Ext Hdr ‘ ESP‘ TCP Data

ESP
Auth

ESP -
°
ESP | IP Hdr ‘Ext Hdr ‘ TCP Data |
ESP | IP Hdr ‘Ext Hdr ‘ ESPW IP Hdr | Ext Hdr[ TCP Data || 5or

IP1 Payload

1P Payload
N /

e ipi] esp | [ipgwpl Esp |

_—




® |Pv6

°

Mobile IPv6 Mobile IPv6

® draft-ietf-mobileip-ipv6-13 ® Mobile Node (MN)
° IPv6 address -

® Home Link

— Mobile Node
® Home Address

— Home Link IP address
® Care of Address

- IP address




Mobile IPv6 (cont.)

® Home Agent (HA)
— Home Link
® Correspondent Node (CN)
— Mobile Node
® binding
— Home Address  Care of Address

Mobile IP: +

Mobile Node

Binding

Binding Update

-~ Binding
IPv6 Home Address|Authentication
Option Header Update

A wOption

'j\ e A
Source Address: toinform the recipient of including
care-of address that packet of the mobile authenticate Binding
Information,

node’s home address this packet |

Binding Acknowledgement

IPv6 Routing  |Authentication| , Binding
Header Header Header Ac“”g’;;‘fﬁ'"“ Payload

D:;;"‘a”"" to deliver the packet to
oh 'essd a the mobile node through
MN's home address the care-of address

IPv6




IPv4 IPv6 IPV6

® |Pv4  IPV6 ITSGG
V|

® |Pv6 IPv4 G

- o

° IPv6

ik
®_ e

-

v
Pv6 IPv4/IPv6

IPv6

IPv4 over IPv6 Tunnel 1Pv4 Network

IPv6
IPv6 Network
IPV6 over IPv4 Tunnel

) ® |Pv6/IPv4
° - IPv6

— IPV4/IPV6

i + NetBSD/FreeBSD/BSDI/Linux/Win2k/Macintosh

® |Pv6 in IPv4 B

- IPv4 IPV6

V. VI °
- IPv4

L4 ~ IPv4

- IPv4 IPv6 - IPV6 IPV4/IPV6

- - IPv6




IPV6 in IPv4

® |Pv6
— IP Tunneling (IP in IP)
— Mbone IP multicast
- 1P IPv6 IPv4

|Pv4 packet

IPv6 packetpassssssssnas I 1Pv6 packet - ............. 1PV6 packet

Packet Format

IPv6 IPvV6

—

IPV6 (IPV6 in IPv4)

10

® |Pv4 IPv6
-IP (NAT-PT)
- (FAITH)
- (SOCKS64)

IPv4 Packet F

IPv4-1Pv6

® BIS (Bump-in-the-Stack)

® BIA (Bump-in-the-Application)

® 6-to-4

® SIIT

® NAT-PT/NAPT-PT

® SOCKS

°

® |SATAP

® DSTM (Dual Stack Transition Mechanism)




Extended
Name

DNS Query “A” for host6

DNS Query “AAAA” & “A” for host6
Only “AAAA” Reply
Request IPv4 Address for “AAAA”

TCP/IPv4 Reply the mapped “A” record
L IPv4 packet
wpn
“AAAA” for “A”
IPVv6 packet
IPv4 packet

Extension Address
Name Mapper |— Translator “Host6”
Resolver

N | Driver ‘
3-3BIS
) 105 BIS Pve’ ¢ © 106
IPv6 packet
“AAAA”
o ABAA IPv4-1Pv6
+ IPv4 packet i
IPV6 packet ©® BIS (Bump-in-the-Stack)

Extension GRS

Name Translator
Resolver Manpen

Driver

BIS IPv6 o © 107

® BIA (Bump-in-the-Application)

® 6-to-4

® SIT

® NAT-PT/NAPT-PT

® SOCKS

)

® [SATAP

® DSTM (Dual Stack Transition Mechanism)




|Pv4 Socket AP|

Socket API (IPv4, IPv6)
IPv6 Socket API

1Pv4

TCP/IPv4 Socket

|

IPv4 Query

“p AAAY

“A” for “AAAA”

“AAAA” D A"

IPv4 Reply

IPv4 API socket call
“AAAA” for “A”
IPv6 API socket call
SAAAA” for “A”

IPv4 API socket call

Name Address Function ‘ “Host6”
Resolver Mapper Mapper |
\ TCP/IPV6 |
BIA
) 08 BIA IPV6I o . 1w 110
IPv6 socket call
“AAAA"
“A” for “AAAA”
IPv4 socket call |PV4'IPV6
TCP/IPv4 Socket “AAAA" for “A” -
IPV6 API socket call ® BIS (Bump-in-the-Stack)
® BIA (Bump-in-the-Application)
® 6-to-4
— IPv4 p2p IPv6-in-IPv4
— IPv6 1Pv4 (VAADDR)  IPv6 Prefix(2002::/16)
Name Address Function “Host6” + V4ADDR IPV4
Resolver Mapper Mapper — IPv6 6-t0-4
- IPv6 2002:V4ADDR::/48  IPv6
— Protocol ID(IPv4 ) "41"
® SIT
TCP/IPv6 ® NAT-PT/NAPT-PT
® SOCKS
°
® |SATAP
® DSTM (Dual Stack Transition Mechanism)

BIA IPVv6 11 9. n m

19, 10

12




(6104 )

192.1.2.3

9.254.253.252
192.1.2.3

Native 1Pv6
(2001:0600::/48;

6-to-4
002:09fe:fdfc::/48

6-to-4

| 3] 13 | 32 | 16 | 64 bits |
R L Feeemeean R R ey +
|FP| TLA | VAADDR | SLAID | Interface ID |
| 001 0x0002| | | |
R L Feeemeean R R ey +
Format Prefix : 001
fdfc::0007 TLA 0x0002
NLA V4ADDR
6-to-4
(2002:¢001:0203:/48 Sto-4 6-to-4
(2002:09fe:fdfc::/48)
9. 1 m
@» ru
I D IPv6
(104 IPv4-IPv6
- IPV6 Native

® BIS (Bump-in-the-Stack)

©® BIA (Bump-in-the-Application)

® 6-to-4

® SI|IT (Stateless IP/ICMP Translation)

® NAT-PT/NAPT-PT

® SOCKS

)

® [SATAP

® DSTM (Dual Stack Transition Mechanism)




DNS Query : “host2” ?
“host2" is “203.1.2.3"(A record)

(IPV6€>1Pva)

2001:0080::1234
203.1.2.3

1Pv4
dst="203.1.2.3"
src="45:3:2:1”

DNS Query : “host1” ?
“host1” is “45.3.2.1"(A record)

(IPV6€>1Pva)
203.1.2.3

IPv4

dst="45:3:2:1"
src="203.1.2.3”

SIT IPv6==>IPv4 SIT |Pv4==>|Pv6
<< Mapping Table >>
IPV4‘|PV6 From “AAAA™ to“A"

® BIS (Bump-in-the-Stack)

® BIA (Bump-in-the-Application)

® 6-to-4

® SIIT

® NAT-PT/NAPT-PT

® SOCKS

°

® [SATAP

® DSTM (Dual Stack Transition Mechanism)

DNS Query/Reply for > Mapped IPv4
“v4 M .\ _—

&

NAT-PT




<< Mapping Table >>

m Query/Reply for ggm sz to*A" > Mapped Pv4
wa "

<< Mapping Table >>
From “A” to “AAAA™

DNS Query/Repnyo*
“v6 - .\

NAPT-PT NAPT-PT (IPv4 > IPV6)
IPv4-1Pv6 SOCKS
® BIS (Bump-in-the-Stack) Client C G(aéeway)G Destination D

erver,
® BIA (Bump-in-the-Application) Application
® 6-to-4 <
® SIT g SOCKS Lib
©

® NAT-PT/NAPT-PT ?
® SOCKS Socket DNS Socket DNS Socket DNS
° IPV6 IPv6 ‘va4 IPV6
® [SATAP
® DSTM (Dual Stack Transition Mechanism) Network I/F Network 1P Network VP

Socksifed Connection

(Data

Control)

Normal Connection
(Data-Only)

124




IPv4-1Pv6

® BIS (Bump-in-the-Stack)

® BIA (Bump-in-the-Application)

® 6-to-4

® SIT

® NAT-PT/NAPT-PT

® SOCKS

°

® [SATAP

® DSTM (Dual Stack Transition Mechanism)

IPv4-1Pv6

® BIS (Bump-in-the-Stack)

® BIA (Bump-in-the-Application)

® 6-to-4

® SIIT

® NAT-PT/NAPT-PT

® SOCKS

°

® [SATAP

® DSTM (Dual Stack Transition Mechanism)

I ANA's QU : 00-00-5E

Type field; indicates how (TSE, TSD) are interpreted (1 octet)
Type- Specific Extension (1 octet)

Type-Specific Data (3 octets)

(TSE, TSD) Interpretation

RESERVED for future | ANA use

(TSE, TSD) together contain an enbedded |Pv4 address
TSD is interpreted based on TSE as fol | ows:

TSE TSD Interpretation
00-FD RESERVED for future | ANA use
FE TSD contains 24-bit EU-48 interface id
FF RESERVED by | EEE/ RAC
ISATAP EUI-64




|0 11 3|3 414 6|
10 56 12 718 3| .
+- +. | 3] 13| 8] 24 | 16 | 8| 8| 8] 8] 32 bits |
| R ET et e B T T SRR SR
* |FP| TLA |RES| NLA | SLA | Ox| Ox| Ox| Ox| |Pv4 Address |
» | | 1D | | ID | ID | 00| 00| 5E| FE|  of Endpoint |
¢ @ conpany-id (22 ) Feoheaan O Femeaaan e e e +
u @ universal/local (1 ).
"u=1" "u=0"
g : individual /group (1 )
"g=1" "g=0" (i ndi vi dual )
m (40 )
ISATAP
EUI-64
s, 10 129 e, 1 130
IPv4-IPv6

® BIS (Bump-in-the-Stack)

® BIA (Bump-in-the-Application)
® 6-to-4

® SIIT

® NAT-PT/NAPT-PT

® SOCKS

°

® |SATAP IPv4-in-IPv6
® DSTM (Dual Stack Transition Mechanism)




IPv6

® RIP RIPng

® BGP4 BGP4+

® OSPFv2 OSPFv3

® |S-IS I1S-IS for IPv6

DNS for IPv6

® RFC1886, RFC2874
® |Pv6 RR
— AAAA
— A6
— DNAME
® |nverse zone
— ip6.int.  (nibble boundary)
— ip6.arpa. (bitlabel boundary)

DNS zone file (1)

$ORIGIN .

$TTL 3600 ;L hour

linux-ipvé.org IN SOA linux6.nezu.wide.ad.jp. sekiya.linux-ipvé.org. (
43 ; serial
1800  ; refresh (30 minutes)
900 ;retry (15 minutes)

172800 ; expire (2 days)
10800  ; minimum (3 hours)
)
NS  shaku.sfc.wide.ad.jp.
NS linux6.nezu.wide.ad.jp.
A 203.178.142.218
MX 5 linux6.nezu.wide.ad.jp.
AAAA  2001:200:0:1c01:2b0:d0ff:-fe23:d5e5
A6 02001:200:0:1c01:2b0:d0ff:fe23:d5e5

7]

DNS zone file (2)

$TTL 3600 ;1 hour
d.0.0.0.5.0.5.0.e.f.£.3.IP6.INT IN SOA chiharu.netvillage.ne.jp. sekiya.v6.linux.or.jp. (
100091601 ; serial
3600 ; refresh (1 hour)
900 ; retry (15 minutes)
3600000 ; expire (5 weeks 6 days 16 hours)
3600 » minimum (1 hour)
)
NS chiharu.netvillage.ne.jp.
NS  shaku.sfc.wide.ad.jp.
$ORIGIN d.0.0.0.5.0.5.0.e.f.f.3.IP6.INT.
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 PTR shaku.v6.linux.or.jp.
d.6.3.9.8.9.e.£.1..1.8.0.e.2.0.0.0.0.1 PTR shaku.v6.linux.or.jp.
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3 PTR chiharu.v6.linux.or.jp.
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.4 PTR ipsmg.v6.linux.or.jp.




