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TCP (2)
] (buffered transfer)
n (virtual circuit)

(connection setup and release)

Buffered transfer

Process Process
— .

writeg| Read | \block/unblock writeg| Read| \
A}
send recv send recv
buffer buffer buffer buffer

) TCPconnection (

OS kernel
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= 3-way handshake
m SYN, SYN-ACK, ACK

/URGIACK [PSHIRST[SYN] FIN]

16bit source port/ | 16bit destipation port

}ébit sequence numb}r/

laébit acknowled: it number
16bit window size

4bit hlen| reserved | flags
16bit TCP checksum 16bit urgent pointer
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dv# tcpdump tcp and host mint100.aist-nara.ac.jp

tcpdump: listening on de0

12:16:00.146101 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: S 686685713:686685713(0) win 65535 <mss
1460,nop,wscale 1,nop,nop,timestamp 110942140 0> (DF) [tos
0x10]

12:16:00.146350 mint100.aist-nara.ac.jp.telnet > dv.aist-
nara.ac.jp.49626: S 2312441307:2312441307(0) ack686685714
win 17520 <mss 1460> (DF)

12:16:00.146405 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: . ack1 win 65535 (DF) [tos 0x10]

Sequence number + 1 Ack

tcpdump

time src.port> dst.portflag [ from:to(nbytes) | ack# ] win # opt

12:16:00.146101 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: S 686685713:686685713(0) win 65535 <mss
1460,nop,wscale 1,nop,hop,timestamp 110942140 0> (DF) [tos
0x10]
12:16:00.146350 mint10Q.aist-nara.ac.jp.telnet > dv.aist-
nara.ac.jp.49626: S23124141307:2312441307(0) ack686685714
win 17520 <mss 1480> (bF)
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dv# tepdump tep and host 163.221.1.252

tcpdump listening on de0

= 13:50:58.896853 dv.aist-nara.ac.jp.49641 > 163.221.1.252 telnet: S
3631940833:3631940833(0) win 65535 <mss 1460,nop,wscale 1,nop,nop,timestamp
111511961 0> (DF) [tos 0x10]

m  13:51:01.889346 dv.aist-nara.ac.jp.49641 > 163.221.1.252.telnet: S
3631940833:3631940833(0) win 65535 <mss 1460,nop,wscale 1,nop,na,timestamp
111512261 0> (DF) [tos 0x10]

= 13:51:04.889543 dv.aist-nara.ac.jp.49641 > 163.221.1.252 telnet: S
3631940833:3631940833(0) win 65535 <mss 1460,nop,wscale 1,nop,nop,timestamp
111512561 0> (DF) [tos 0x10]

= 13:51:07.889836 dv.aist-nara.ac.jp.49641 > 163.221.1.252 telnet: S
3631940833:3631940833(0) win 65535 <mss 1460> (DF) [tos 0x10]

= 13:51:10.890215 dv.aist-nara.ac.jp.49641 > 163.221.1.252 telnet: S
3631940833:3631940833(0) win 65535 <mss 1460> (DF) [tos 0x10]

®  13:51:13.890411 dv.aist-nara.ac.jp.49641 > 163.221.1.252.telnet: S
3631940833:3631940833(0) win 65535 <mss 1460> (DF) [tos 0x10]

= C

m 39 packets received by filter

m 0 packets dropped by kernel
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FIN

close \

Ackof FIN
/i/ close
Ack of FIN
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= 12:16:07.086568 mint100.aist-nara.ac.jp.telnet > dv.aist-
nara.ac.jp.49626: FP 713:721(8) ack 245 win 17520 (DF) [tos 0x10]

= 12:16:07.086738 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: . ack722 win 65535 (DF) [tos 0x10]

= 12:16:07.086998 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: F 245:245(0) ack 722 win 65535 (DF) [tos 0x10]

= 12:16:07.087180 mint100.aist-nara.ac.jp.telnet > dv.aist-
nara.ac.jp.49626: . ack246win 17519 (DF) [tos 0x10]

m 'C

m 355 packets received by filter

m 0 packets dropped by kernel
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m RST
Abortive release
Nonexistent port

m 13:48:35.948096 dv.aist-nara.ac.jp.49635 >
mint100.aist-nara.ac.jp.8080: S
1342403683:1342403683(0) win 65535 <mss
1460,nop,wscale 1,nop,nop,timestamp 111497668 0>
(DF) [tos 0x10]

m 13:48:35.948265 mint100.aist-nara.ac.jp.8080 > dv.aist-
nara.ac.jp.49635: R 0:0(0) ack 1342403684 win 0

T T O T T IO TaTe TVTerC T
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TCP FSM

anything / reset

active open/ syn

syn/ syneack @
A send /syn
@ o sy

" o
TCP

= 3-way handshake

m 12:16:00.146101 dv.aist-nara.ac.jp.49626 >
mint100.aist-nara.ac.jp.telnet: S
686685713:686685713(0) win 65535 <mss
1460,nop,wscale 1,nop,nop,timestamp 110942140 0>
(DF) [tos 0x10]

MSS option
Window scale option

Timestamp option, etc.
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12:16:00.149276 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: P 1:37(36) ack 1 win 65535 (DF) [tos 0x10]
12:16:00.189184 mint100.aist-nara.ac.jp.telnet > dv.aist-
nara.ac.jp.49626: P 1:16(15) ack37 win 17484 (DF) [tos 0x10]
12:16:00.189491 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: P 37:40(3) ack 16 win 65535 (DF) [tos 0x10]
12:16:00.189656 mint100.aist-nara.ac.jp.telnet > dv.aist-
nara.ac.jp.49626: P 16:40(24) ack40 win 17517 (DF) [tos 0x10]
12:16:00.189957 dv.aist-nara.ac.jp.49626 > mint100.aist-
nara.ac.jp.telnet: P 40:108(68) ack40 win 65535 (DF) [tos 0x10]
12:16:00.190124 mint100.aist-nara.ac.jp.telnet > dv.aist-
nara.ac.jp.49626: P 40:64(24) ack108 win 17452 (DF) [tos 0x10]

Internet -TCP
TCP

ACK, piggybacking

Nagle algorithm

TCP FSM
(telnet )




