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Broadcast

Network: 163.221.52/24
> Broadcast address: 163.221.52.255
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Broadcast (2)

® Ethernet
- FF.FF.FF:FF.FF.FF
« Ethernet
+ L2 switch
e 1

- 1P connectionless

— UDP (
-1 connection oriented

« Broadcast enabled TCP

Broadcast (3)

L] broadcast

— ifconfig

% ifconfig en0
en0: flags=8863<UP,BROADCAST, SMART,RUNNING, SIMPLEX,MULTICAST> mtu 1500
inet 163.221.52.135 netmask OxffFFff00 broadcast 163.221.52.255
ether 00:03:93:¢9:31:52
media: autoselect (100baseTX <half-duplex>) status active

Directed Broadcast

L] IP broadcast

. 163.221/16
163.221.255.255

) IP broadcast
address IP
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— Directed broadcast

. Directed broadcast




Directed Broadcast (2)
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163.221.52/24

(1) Dst: 163.221.52.255
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Smurf Attack

® [CMP ECHO request packet
— Source addr: 133.1.2.3
— Destination addr: 163.221.52.255
— 163.221.52/24 directed broadcast

® 133.1.2.3 ICMP ECHO replay packet
!

— Input: 1 packet, output: multiple packets

— Smurf amplifier

Smurf Attack (2)




Broadcast

® [P broadcast
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— Broadcast storm
« Ethernet meltdown
® Multicast
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- IGMP (Internet Group Management Protocol)
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« IP multicast
* |IP multicast




Multicast (2)

® Multicast

* “Mbone”
* |IP multicast
+ Native IP multicast

overlay network

. ISP
®l2 L3

— L2 multicast
. IP multicast group

« |IEEE 802 LAN
— IP multicast address

- L3

L2 multicast address

IP multicast

L2/L3
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Link local
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Address mapping (1)

® |P multicast address  IEEE802 LAN multicast addr
— IETF OUI: 0x00-00-5E
+ Organizationally-Unique Identifier
+ M: Unitcast/Multicast bit
+ L: Universal/Local bit
+ Manuf.:

Byte 1 o ‘L ‘M
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Byte
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Address Mapping (2)

[ 24 IEEE OUI
Multicast bit
— L =0, universal
— M =1, multicast
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e 4
Byte 2|0 0 0 0 0 0 0 0
° 23 IP multicast Bye 30 1 0 1 1 1 1 0
address Byte 4|0
— IP multicast address
23 Byte 5
Byte 6
L=0, M=1
Address Mapping (3)
Decimal: 239 147 6 99
Hex: EF 93 06 63

Binary: 1110-1111 1‘001-0011 0000-0110 0110-0011

0000-0001 0000-0000 0101-1100 O
001-0011 0000-0110 0110-0011

IEEE802 LAN multicast: 0x01-00-5E-13-06-63




IGMP

IP multicast Group
- L2
* IGMP join

— Join L3

L3 multicast

PIM (Protocol Independent Multicast)
* PIM-SM

* DVMRP (Distance Vector Multicast Routing Protocol)
— Originally specified in RFC1075
* MOSPF

— Originally specified in RFC1584

flooding

® |P multicast

IP multicast (ASM: Any Source Multicast)

SSM (Sender Specific Multicast)
« PIM-SSM
« Xcast




® Anycast
- IP

- TCP (connection oriented L4)

- Unicast

Anycast

Anycast




Anycast

[ ]
— F root DNS server
< DNS
- 13
— www.root-servers.net
« Operated by ISC
« Geographical distribution using Anycast
— Madrid
- NYC
— Hong Kong
— Korea
- stateless service




