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Agenda

LW

Resolve hostname

Access server using by browser
Access server using by telnet
Compare the HTTP header



Query http request packet by Browser

Run wireshark and capture the packets.

After that, accesshttp: //example.com/ by your browser.

NOT https://example.com

(Em] @ LLTIEH D EtA — example.com ¢

Example Domain

This domain is established to be used for illustrative examples in documents. You
may use this domain in examples without prior coordination or asking for
permission.

More information...

[E2


http://example.com/

Observe the packet

It might be a lot of packets on your wireshark.
To show only the packets of example.com, use ip . addr filter.

ip.addr == <target ip>

You can’t use example . com because it's domain name.
Therefore, we need to get ip address.



Get IP Address from Domain Name

To get IP address from domain name, dig command is useful like as follows:

$ dig example.com -t A +short
93.184.216.34



Filter the packets

You got the ip address.
Let's filter the packets regarding with example . com

[e @ Capturing from wip5s0 v oA e

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEA® D[ XEG Q <> > KNS om0

il

[Ilip.addr== 93.184.216.34| '] Expression.. | +
No. ~ Time Source Destination Protoc = Lengtl Info
5 1.982071429  163.221.129.24 93.184.216.34 TCP 66 36610 — 80 [FIN, ACK] Seq=1 Ack=1 Win=501 Len=0 TSval=254049:
' 22 2.039509394  163.221.129.24 93.184.216.34 TCP 74 36620 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=11
23 2.168042367  93.184.216.34 163.221.129.24 TCP 66 80 — 36610 [FIN, ACK] Seq=1 Ack=2 Win=287 Len=0 TSval=113289*

24 2.168121631  163.221.129.24 03.184.216.34 TCP 66 36610 — 80 [ACK] Seq=2 Ack=2 Win=501 Len=0 TSval=254049520 T¢




Save the packets

Stop capturing packets and click [File] -> [Export Specified Pakcets..].
NOT [Save].

ZI8 Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Open Recent >

Merge , '] Expression... | +

Import from Hex Dump... Destination Protoc ' Lengtl Info

Close Ctri+W 93.184.216.34 TCP 66 36610 — 80 [FIN, ACK] Seq=1 Ack=1 Win=501 Len=0 TSval=1
93.184.216.34 TCP 74 36620 — 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PE

Save Ctrl+S 163.221.129.24 TCP 66 80 — 36610 [FIN, ACK] Seq=1 Ack=2 Win=287 Len=0 TSval=

Save As... Ctrl+Shift+S 93.184.216.34 TCP 66 36610 — 80 [ACK] Seq=2 Ack=2 Win=501 Len=0 TSval=254049

o . 163.221.129.24 TCP 74 80 — 36620 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1

fleoek 93.184.216.34 TCP 66 36620 — 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=254¢

Export specified Packets... [\ 93.184.216.34 HTTP 437 GET / HTTP/1.1

1A2 791 170 24 D AR- DO .- TAERID TATCK1 Coarn-1 Arl=T1 BMinTAE070 1 an=0" TCun]-=a




Query http request packet by telnet

root@docker:~# telnet example.com 80
: rying 93.184.216.34...
Run wireshark and capture the packets. bl it
Escape character is '~]"'.

You can access server by telnet as well, like as follows: g

Host: example.com

HTTP/1.1 260 OK
$ telnet example-com 80 Cache-Control: max-age=604800
. Content-Type: text/html; charset=UTF-8
Trying 93.184.216.34... Date: Tue, 16 Jul 2019 10:00:30 GMT
Etag: "1541025663+ident"
Connected to examp|e_com_ Expires: Tue, 23 Jul 2019 10:00:30 GMT
Last-Modified: Fri, 09 Aug 2013 23:54:35 GMT
e AT Server: ECS (oxr/8316)
Escape character is '*]'. S it
-Cache: HIT
GET / HTTP/1 1 Content-Length: 1270

Host: example.com Idoctype html>
html>
head>
<title>Example Domain</title>

<meta charset="utf-8" />
<meta http-equiv="Content-type" content="text/html; charset=utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />




Comparison of HTTP header

@® © @ Wireshark - HTTP Z k U —A (tcp.stream eq 2) %385 - wireshark_en0_20190716190909_My3QIU.pcapng

1 GET / HTTP/I.]:
Host: example.com

HTTP/1.1 200 0K
Cache-Control: max-age=604800
Content-Type: text/html; charset=UTF-8
Date: Tue, 16 Jul 2019 10:09:28 GMT
‘ "1541025663+ident"
Expires: Tue, 23 Jul 2019 10:09:28 GMT
Last-Modified: Fri, @9 Aug 2013 23:54:35 GMT
Server: ECS (sjc/4E8D)
Vary: Accept-Encoding
X-Cache: HIT
Content-Length: 1270

| | <tdoctype ntmt>
<htmi>

<head>
| <title>Example Domain</title>

<meta charset="utf-8" />

<meta http-equiv="Content-type" content="text/html; charset=utf-8" />

<meta name="viewport" content="width=device-width, initial-scale=1" />
‘ <style type="text/css">

body {
background-color: #fefef2;

[ 1client pkt(s), 14 —/S /STy b, 15—

Entire conversation (1,629 bytes) Show and save data as
‘ BR:
} Help ZOARY—LEBRALET £nB) Save as... Back
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Close

[ ] @ Wireshark - HTTP Z b ) —A (tcp.stream eq 11) %383} - wireshark_en0_20190716191455_ wGKAPn.pcapng

Host: example.com

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.14; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/html,application/xhtml+xml,application/xml; .9,%/%;3=0.8

Accept-Language: ja

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

If-Modified-Since: Fri, @9 Aug 2013 23:54:35 GMT
If-None-Match: "1541025663+gzip"

Cache-Control: max-age=0

HITP/1.1 200 0
Content-Encoding: gzip

Accept-Ranges: bytes

Cache-Control: max-age=604800

Content-Type: text/html; charset=UTF-8

Date: Tue, 16 Jul 2019 10:17:25 GMT

Etag: "1541025663"

Expires: Tue, 23 Jul 2019 10:17:25 GMT
Last-Modified: Fri, @9 Aug 2013 23:54:35 GMT
Server: ECS (oxr/830E)

Vary: Accept-Encoding

X-Cache: HIT
Content-Length: 606

o
<

/55y b 9491 client pki(s), 1 ¥ —/C /oo b, 1 5=25 U y S LTRRLET

Entire conversation (2,062 bytes) B Show and save data as | ASCIf¥st B
BE: RERRN)
Help COAN)—LERALET ENA Save as... Back Close

Why does the browser add these header?




Think the meaning of these header info

What's the meaning of GET / HTTP/1.17?

Describe the differences between HTTP/1.0 and HTTP/1. 1.
What's the purpose of keep-alive?

What's the meaning of 200 OK?



