
Information Network 2012 - Exam answer

1. We are considering deployment of link-state routing protocol. In order to estimate traffic 
distribution among multiple links, we decide to simulate it with paper and pen while we are on the 
move with bullet train.
 
1.1 Draw a graph representation of the giving network configuration.
 

  
1.2 Compute and tabulate the routing table of RT4.
 

Destination Next Hop Distance

N4 * 2

N6 * 2

RT2 RT2 4

RT3 RT3 6

N2 RT2 6

N3 RT3 8

RT1 RT2 8

N1 RT2 10

N5 RT2 10
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1.3 Describe solution of the adjust metric by drawing a network configuration.
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2. After several email exchanges, you obtained crash dumps, which contained an IPv4 packet in 
the receive buffer.
 
2.1 Decode the IPv4 header in a human-readable form.

Type Content Meaning

Version 45(Upper 4 bits) Value 4 means IPv4

HL(Header Length) 45(Lower 4 bits) 5 * 4Bytes =20Bytes

ToS(Type of Service) 00 The authority of each packets

Total length ff ff It means Total length of packets
value＝65535bits=64KBytes

Identification 2d 2c Identification of this packet
value=11564

Flag 00 00(Upper 3 bits) It means the state of fragment
0b000=fragment: enable,
more fragments: no

Fragment offset 00 00 (Lower 13bits) It means the number of fragment

TTL(Time to Live) 40 It means the valid time of this packets
TTL = 64

Protocol 01 Protocol type of this packet
1=ICMP

Checksum 81 1f Checksum for correct bit error

Source address 0a 0a 0a 65 Source IP address
10.10.10.101

Destination address a3 dd 0a 0a Destination IP address
163.221.10.10

The following bits 08 00 ff a2 … Data area

 
2.2 Explain likely causes of crashes, based on the observation.
 
The total packet length of this packet indicates 64 KBytes. This packet information appeared at the 
receive buffer. As the fragmentation flag and fragment offset is zero, it would be strange to find that 
such a huge packet was received without fragmentation. Thus, the reason why the networking product 
has been experiencing crashes is caused by the bit error of the total length and it is recognized in this 
system’s packet’s length that is strangely 64 KBytes. It causes mixing up with this packet and another 
packets.
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3. Read the following sentences and describe two class of communication protocols
 
3.1 Require such processing
 
ALOHA, CSMA/CD, CSMA/CA: these communication protocols are classified as packet switching 
communications that are designed to prevent the collision on the shared medium. The packets are 
buffered and queued when they traverse network adapters. That aspect of these types of communication 
protocols can lead to variable delays and throughput in the network. Basing on that brief explanation of 
packet switching communications, we argue that they are suitable for such processing.
 
3.2 Does not require such processing
 
FDMA, TDMA: these types of communications are ranked as circuit switching communications. 
Widely used in telecommunication networks, the particularity of these protocols is that a dedicated 
communication channel, called circuit, is set before any communication between network nodes. The 
circuit provides and guarantees full bandwidth during the whole communication. 

4



Information Network 2012 - Exam answer

4. STP uses independent three timers to manage state transition from “Blocking” to “Forwarding”, 
hence it is possible to wait 50 seconds at maximum. During this period, users may not be able to 
communicate over the network, and this is considered as a major drawback of STP. If you change 
the timeout value to ¼, what does STP has as new problem?
 
STP has four states which are blocking (20 seconds), listening (15 seconds), learning (15 seconds), and 
forwarding. STP sends the BPDU periodically following the hello timer, which is 2 seconds by default. If 
the the time out value becomes ¼, the first problem we encounter is the number of  BPDU received will 
be four times more. Which can result in high CPU utilization for the device processing the information. 
Plus the blocking time, which correspond to the MAX_AGE timer, becomes four times shorter. That 
means the device has less time to recalculate the rooting and then the BPDU might be forwarded with the 
wrong information what can lead to an overloaded port. The network might be frequently down due to the 
recalculation process.
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5. In the case IPv6 and IPv4 networks are interconnected via L3 protocol translator, we will have 
significant security problem caused by this interconnection. Explain what the problems are with 
their reasons.
 
It breaks security protocols like IPsec and DNSEC.  

● The IPSec AH header contains a hash of the IP header.  If the IP header is modified by the 
translator, the authenticity of the packet is lost.

● DNS-ALG cannot translate DNSSEC packets because it does not know the private key of the 
signatures.

 
 
Summary of security considerations via comparison of statements from RFCs
 

1. RFC 6052 - The main security issue would be address spoofing. Attacker would be capable of 
using IPv4 address and embed them as IPv6 address source that contains malicious packets. 
This makes it possible to fool nodes and DNS gateways and in return attack firewalls.

2. RFC 6145 - Existing IPSec Authentication Headers do not apply across IPv6 to IPv4 translators 
because it does not introduce new security issues

3. RFC 6146 - Most IP header protocols are incompatible with NAT64 allowing for vulnerability to 
attacks thereof

4. RFC 6147 -  The main concern is the control of DNS64 whereby the alteration of Pref64 used by 
DNS64 (as well as by NAT64) may lead to DoS, flooding, and eavesdropping attacks
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