
Information Network I Exam (2015)

Staff: S. Yamaguchi / Y. Kadobayashi
Date: May 29th, 2015 11:00 – 12:30

NOTE:

• Mind the readability of your writings, as well as the detail and clarity of logic, for fair
evaluation.

1. Routing protocols are meant to isolate failures, which can be useful to keep the entire
Internet running, but your company may remain disconnected from the Internet without
being noticed by anybody. You have thus decided to invent Internet Vigilance Index and
measure it in each of the major Internet service providers, in order to incentivize ISPs to
stay vigilant. Invent and describe the formulation of the Internet Vigilance Index, along
with the description of each input variable and its measurement method.

2. Internet protocol suite is increasingly used in mission-critical networks and life-critical
applications. As a newcomer to a big automotive company, you are tasked to analyze the
pros and cons of using the Internet protocol suite in life-critical applications. Pick two
reasons for 1) using the Internet protocol suite and 2) avoiding them, then elaborate them
respectively, in order to seek management-level decision. Here, the Internet protocol suite
refers to TCP, IPv4 and IPv6, ICMP, ARP and ND for simplicity and you can pick from
any of these.

3. Your team has received a new equipment which uses IPv4 for Tsunami alerting. Consid-
ering its importance, you have decided to go through rigorous testing of the IPv4 protocol
implementation by flipping bits of the IPv4 header in the Tsunami alerting packet, in an ex-
haustive manner. Estimate the number of seconds required for this exhaustive bit-flipping
test, assuming we have 1Gbps network which can be fully loaded by consecutive Tsunami
alerting packets. Each Tsunami alerting packet requires 512 bytes. Bit-flipping will be
applied to every bits in IPv4 header except CRC, source and destination IP addresses.
CRC and IP addresses will be set accordingly after bit-flipping.

4. In 202X, public support for the the Internet has vanished and big companies are fighting
over the ownership of the Domain Name System and the entire Web. In a further attempt
to privatize the web and “own” the 5 billion users, companies F and G announced in the
same week that they will have their own Domain Name hierarchy, asking faithful users
to use 7.7.7.7 as the DNS resolver for company F web space and 8.8.8.8 for company G
web space. Explain how this privatization has been technically made possible, and then
describe how such attempts can be easily thwarted.
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