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0 EREAINI-CLIZEAELAEDRAN
— DECNET—QOSI Protocol
— AppleTalk —» TCP/IPOT7 ) r—ar~
— Netware, NetBios — TCP/IPOF7 ) —iaA
— Xerox XNS: =B, T

® IBM/SNATITHETE
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— session layer
— presentation layer

® “Demise of protocols™ — processing platform
o ZEDHMI. SEIL
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Multiplexing, Demultiplexing, and
Encapsulation
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® Hh 7+t /L1k(encapsulation)
— TuZoraisEETaraiLonNrybEhTeILET S
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Network Layer Gateway
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Transport Layer Gateway
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Application Layer Gateway
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Application layer gateway

ES (End System)

Application SMTP—X400 Application
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® VPN(I. BEEE R R)UTIZKY ., m=@DPCLEEETA 27—
TYMEERBHLTISAR—RYLNT—IDESIZF AT HEMN
TZ5,

e VPNIX. LTHDIEBEZRHETS

— BEHROIME
- TADEEM
— A—H D7t RXHERR (authentication)
® Flm:
— Security
EEEOIERICKYTBE &M+

— XM

o SlGEWANREFEZFRELGSTHELL
— Scalability
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® Remote access VPN
— ENAI)VIREKRDFAEFEOAR—LOAVEA—2DERIBLGEELITR
® Site-to-Site VPN

- XOF, B TVPNZERL ., R ORE YT =% 1t
MOFIRTHIENTES

lemote-access VPN Site-to-site VPN
Network Access
Network Access Server (NAS)
Server (NAS) Site-to-site
Secure VPN ' Connection
Connection ‘ \
\ .’ é" . :‘\\‘5 4"’ @ﬁ-

Client >, prg !
Software A e~ :
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VPN $ T
Layer 2 VPNs

OSIZRBETILDLAV2ELTENE

® Point-to-point 15k

e HEMDTOIIIL:
— Point-to-Point Tunneling Protocol (PPTP)
— Layer 2 Tunneling Protocol (L2TP)
— Layer 2 Forwarding

o H—/\fE&RABEIIRDIELE
— ﬁ*ﬁﬁ%i 290)%& %ﬁFEﬁO)nHHIEE/] end-to-end T&%JL

e T 7% Layer 2 VPN
— ATM
— Frame Relay
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VPN #1if7
Layer 3 VPNs

OSIZRETILDOLAVIERBRD Y —/ \FHEEFEDERENYS
® Generic Routing Encapsulation (GRE) Tunnels: RFC 1701
® MPLS VPNs (RFC 2547)

— T—AORLA—RZEATEILIETB=HDIN)LEFEH

- A EEORMTRATETELERHREIZHD

— R —5E1)T4: no point-to-point tunnels
® |[PSec VPNs

— IPSec: IETFIZXEINTWA, IPRYNT—H L TOREHRYNT—
HEEA=-HOTORIILRL—F

— H—E X: authentication, integrity, access control, confidentiality
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Tranéport Layer VPNs (SSL/TLS)

HTTPR—XD7F)r—arDtFal) T14& iRl
® Secure Socket Layer (SSL)

TS50 EY—N\RBIORELT—IAMEBEERBICFAET 50,
Netscapeh B H

SSL Version 3, open standard in 1999 and called Transport Layer
Security (TLS) Version 1

SEBAE D F AL R A
Server-only authentication
Server-client authentication
Protocols:

« SSL Handshake

« SSL Record

« SSL Cipher Change
« SSL Alert
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VPN Technologies
Application Layer

1207V r—2av DRELRE
® Secure Shell (SSH):

— Remote login protection
® S-MIME

® Pretty Good Privacy (PGP)
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Encryption & Security Protocol

® |PSec (Internet Protocol Security)

— Network layer
— P/ rybDRELHERLE
— F—TiE#(open standard)iE 7L —LT—2
— THEM. T2, EHLZRE
» CIA (Confidentiality, Integrity, and Authentication)
— 2DDHYITLA Y HDIERK
 Encapsulating Security Payload (ESP): /Xy & Z g5 CHES 1L
— WEM%E. T—2DTEE. T—2DOHFTRIE. anti-reply services&ig{it
- Authentication Header (AH): /Xy MEHRER T =12/ \vwi 2% FI|H
uses hashing operation to hide packet information

— JEEGLSEE . T—3REL. replay protectionZF izt 95 5%,
FREMEITIRELEL
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® Firstlayer: L2TP encapsulation
A PPP frame (an IP datagram) is wrapped with an L2TP header and a UDP header.

IP UDP L2TP PPP PPP Payload
Header Header | Header Header {IP Datagram)
- PPP frame  ————
-« L2TP frame >
- UDP frame >
A4
IP “;%3'3 UDP | L2TP PPP PPP Payload Igggc I:ftehc
Header Header Header | Header | Header (IP Datagram) Trailer | Trailer

t

|

l

Encrypted by IPSec

® Second layer: IPsec encapsulation
The resulting L2TP message is then wrapped with an IPsec ESP header and trailer, an

IPsec AH, and a final IP header.
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IPSec (RFC2401) Overview
Encryption

g5, EELICHFEHEFALEESIET LIV X LA
2BEDTILI)X L
® Symmetric: B =/ S LIRSS 8% FI A
— BEESOOTHFIZESD
— DES, 3DES, AES
® Asymmetric: 2 EEENROD— Az ERHIC. thAZESAICER
- BSLR(ARE)LETILFI AR EE
— BEEeBRFER) I AL TGS
— 2DDRIIHMFHLEFRNH D
— N\ ARV DABRPEEEEIRT 5101,
EEREMIEONT=-TAORILESL
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IPSec (RFC2401) Overview

X E—F
® IPAYALERILAYTORIILAYE DIEIZIPSec~Ny4 (AH,ESP)
AT D
Original IP Tcp | pATA
Header
Original IP
Header AH TCP | DATA
< Authenticated >
Original IP ESP ESP
Header Header TCP | DATA Header
< Authenticated >

<—— Encripted

v
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IPSec (RFC2401) Overview
kR IJILE—F

o MDIPT—RTSLIZK>TIDIP/N S yrEHTERILIEL, AYE
D RAIESMENZIPSecD NS ZHE A

Original IP TcP | DATA
Header
Original IP Original IP
Header AH Header TCP | DATA
< Authenticated >
New IP ESP Original IP ESP
Header Header Header TCP | DATA Trailer
< Authenticated >
< >

Encripted
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IPSec (RFC2401) Overview
Key Management and Security Association

® Diffie-Hellman Key Exchange

® Security association (SA)
- OERERTOVY
— Internet Key Exchange (IKE) SA:
¢ IPSecDLZEHEF—RIALI—1a3>D-ODEERMLTHE*
1. DATLOWEEREREE AVF—DER
2. IPSec SADOXRHEARK
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Assignment 1
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Network Simulation

o BHEINAISTORYRT—D(EFERVNTI—I)DIBEDHEAE L,
Packet TracerD{FEL A ZEF A
o NA:

— Packet Tracerz 2 &R YT —IDNLRF
« ~noppawat-c/network2012/

— Windows: PacketTracer533 setup.exe
— Linux: PacketTracer533 *

— Mac: VMZ{#E>TLIZE0Y "network2012.tar.gz”
» (user: network2012, password: 1234)

— Packet Tracer&PCIZAVAR—ILL. LTDV VI SEIFENAE
F A
 http://engweb.info/cisco/Packet%20Tracer%20Tutorials.html
— Packet Tracerl2T S2F#ERVNT—VZHEET S
o LiR—bk RyNIT—VADEGHIIZDHA
— FHiaDERED H LR
- BHEBENOSIBBETILOEDOLAVIZELTLNSS
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Mandara Network Architecture
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