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Let’s(use(arp(command!!(



What’s(arp(command(

•  arp(command(handles(arp(table(on(your(PC.(
•  arp(table(means(the(list(of(MAC(address,((
which(is(used(to(iden5fy(the(PC(in(same(L2(
network.(

•  It(is(used(to(communicate(with(them(on((
L2(network.(

Let’s(start(

•  use(terminal(on(Guest(OS(and(Host(OS.(
•  Firstly,(please(use(arp(command(on(both(OS.(

– cygwin(on(Windows(or(terminal(on(linux(or(os(x(...(
$"arp""–a""(For(mac,(cygwin) "(
$"arp " ""(For(CentOS)"
"

•  This(command(shows(arp(table(in(your(PC.(



Result(

•  showing(arp(table(in(your(PC(
– “arp(–a”(or(“arp”(shows(all(of(your(PC’s(arp(table(
– Please(check(it(in(detail.(

•  No(output(is(OK.(
–  It(means(there(are(no(mac(address(list.(

Change(Guest(OS’s(MAC(address(
•  Choose(your(virtual(os.(
•  From(SeZng,(choose(

network.(
•  You(can(change(MAC(

address(from(here.(
•  Please(set(it(freely.(

(
•  This(change(can(only(be(

applied(when(that(VM(is(
shut(down.(



Let’s(Check(it(

•  From(your(guest(OS,(please(run(:(
$"ifconfig""<interface"name>"
(
“<interface(name>”(specifies((the(interface(with(the(
changed(MAC(address(
(

SeZng(up(a(sta5c(entry(in(the(arp(
table((

•  Arp(table(is(made(dynamically.(If(we(want(to(
set(it(sta5cally,(we(run(the(following(
command:(
$"sudo"arp"–s"<ip"address>"<mac"address>"
– This(<ip(address>(is(needed(to(belong(to(same(
network(on(your(virtual(box(network.(

•  If(you(use(192.168.56.0/24(on(Guest(OS,(
please(use(192.168.56.x(

•  00:00:00:00:00:00(and(FF:FF:FF:FF:FF:FF(are(reserved(
for(special(purposes.(

•  Ader(seZng,(please(check(it.(



Let’s(check(it(



Capture(an(arp(packet(

•  Please(type(this(command(on(Guest(OS:(
$"arping"6I"enp03s"192.168.56.1"
–  It(means(asking(who(has(192.168.56.1.(

•  Please(use(wireshark(to(capture(the(arp(
packet(on(Guest(OS.(

(
(
(
(
(
(
(
(



Is(ICMP(ping)(using(MAC(address?(

•  On(Host(OS,(please(make(new(arp(entry,(
$(arp(&s(192.168.56.200(<MAC(address(using((at(Guest(
OS>(

•  Ader(seZng,(on(Host(OS:((
$(ping(192.168.56.200(
(

•  On(your(Guest(OS,(please(check(the(packet(using(
wireshark/tcpdump(for(vboxnet(adapter.(
(

Guest(OS(

Host(OS(



ICMP(to(192.168.56.200(can(be(seen(
on(Guest(OS(



The(next(topic(is(Neighbor(
Solicita5on(in(IPv6.(
Let’s(configure(IPv6.(

how to set adapter ipv6 address 
•  From VirtualBox Preferences, 

set IPv6 
address like that 



Neighbor(Solicita5on(

•  In(IPv6,(neighbor(solicita5on(is(used(for(geZng(
MAC(address(from(the(other(PCs,(not(arp.(

(
•  These(data(is(collected(to(Neighbor(Table.(

– how to check the  neighbor table 
$ ip -6 neighbor show (for Linux) 
$ ndp -an                    (for OS X) 
$ netsh interface ipv6 show neighbor  (for cygwin) 

Ping(for(IPv6(

•  Use(it(from(Host(OS(and(capture(that(packet.(
$"ping"66"<desAnaAon>%ifid""(for(win)(
$"ping6"–I"<interface_name>"<desAnaAon>"(for(
others)(
op5on(is(–I(capital(i)"
e.g.((((($"ping"66"fe80::1%26""(win)""

$"ping6"–I"enp0s8"fe80::1"(linux)"
"

•  please(prepare(wireshark(before(using(ipv6(ping.(
•  Ader(ping,(please(check(Neighbor(Table."

"
(



In(this(case,(Guest(OS(is(using(fe80::200:ff:fe00:a(for(IPv6(network.(
So,((ping6(command(is(below.(((((((Please(confirm(red(line(square.(

Neighbor(Solicita5on((



ICMP(v6((
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Changing the NIC settings 



Ping  

★ Trivia:  
○  probably the most famous network 

diagnostic tool 
○  developed by Mike Muuss in 1983 
○  believed to be an abbreviation for Packet 

Internet Groper, but the author has stated 
that the name comes from the sound that 
a sonar makes. 

Let’s ping 

•  Open Wireshark and start the packet capture on 
the enp0s8 interface  

•  Run the following command from the VM 
   $ ping 8.8.8.8 
 
  



Traceroute  

★ Trivia:  
○  network diagnostic tool used to display 

the route to a certain address  
○  the original traceroute implementation 

was coded by Van Jacobson in 1987 

Let’s traceroute 

•  Open Wireshark and start the packet capture  
•  Run the following command from the VM 
   $ traceroute 8.8.8.8 
 
  



Traffic Control (TC) Loss rate 

 
•  Run the following command: 
$sudo tc qdisc add dev enp0s3 root netem loss 10 
* this command should emulate a 10% loss rate on 
the enp0s3 interface 
•  Confirm the config by running: 
$sudo tc qdisc list 
 
 



Let’s check the loss rate 

•  Run ping from the host machine to the VM: 
$ping 192.168.56.102  
 
 
 
 
 
 
* for details use Wireshark to capture the ICMP 
traffic 
 
 

ICMP echo request 
ICMP echo reply 

... 

X 

Traffic Control (TC) corrupt  

•  Run the following command to remove the 
previous setting: 

$sudo tc qdisc del dev enp0s3 root netem loss 10 
•  Run the following command: 
$sudo tc qdisc add dev enp0s3 root netem corrupt 15 
* this command should emulate a 15% packet 
corruption rate on the enp0s3 interface 
•  Confirm the config by running: 
$sudo tc qdisc list 
 
 



Let’s check the corruption rate 

•  Run ping from the host machine to the VM: 
$ping 192.168.56.102  
 
 
 
 
 
 
* for details use Wireshark to capture the ICMP 
traffic 
 
 

ICMP echo request 
ICMP echo reply 

... 

Traffic Control (TC) Delay  

•  Run the following command to remove the previous 
setting: 

$sudo tc qdisc del dev enp0s3 root netem corrupt 10 
•  Run the following command: 
$sudo tc qdisc add dev enp0s3 root netem delay 50ms 
* this command should emulate a 50ms packet delay 
on the enp0s3 interface 
•  Confirm the config by running: 
$sudo tc qdisc list 
 
 



Let’s check the RT Delay 

•  Run ping from the host machine to the VM: 
$ping 192.168.56.102  
 
 
 
 
 
 
* for details use Wireshark to capture the ICMP 
traffic 
 
 

ICMP echo request 
ICMP echo reply 

... 


