
Hands&On(VI�

Transport(Control(Protocol�

All(prac5ce(within(this(hands&on(are(
performed(within(our(latest(VM(image(

(ubuntu(14.04)�

VM�

Host�
192.168.56.1�

Host&only(interface(
Eth0:(192.168.56.101�

NAT&ed(interface(
Eth1:(10.0.3.15�



PART(I�

•  Connec5on(setup(and(release(
•  Connec5on(reset(
•  Using(wget(

Observe(Connec5on(
Setup(and(Release�

1.  Prepare(wireshark(and(start(capture(data(on(
the(Interface(that(connect(to(the(Internet(
(NAT&ed(interface)(

2.  Run(‘wget’(to(download(just(one(small(
enough(file.(Ex:(
$ wget http://iplab.naist.jp/class/infoN/2015/
materials/2015-01-class-overview.pdf �



SETUP�

RELEASE�

Simulate(Connec5on(Reset:(
Termina5ng(Program�

1.  Prepare(wireshark(and(capture(data(on(the(
Interface(that(connect(to(the(Internet((NAT&ed(
interface)(

2.  Run(‘wget’(to(download(one(big(enough(file,(so(
we(have(5me(to(cut(the(download(process(in(
the(middle.(Ex:(

$ wget http://download.virtualbox.org/virtualbox/
4.3.26/VirtualBox-4.3.26-98988-OSX.dmg!�

3.  Don’t(wait(un5l(it(finish,(in(the(middle(of(
download(process,(press(Ctrl+C�



RESET-by-Termina6ng-Program�

Simulate(Connec5on(Reset:(
Connec5ng(Nonexistent(Port�

1.  Prepare(wireshark(and(capture(data(on(the(
Interface(that(connect(to(the(Internet((NAT&
ed(interface)(

2.  Telnet(a(remote(server(at(its(nonexistant(
port.(Ex:(

$ telnet sh.naist.jp 80!�



RESET-by-Termina6ng-Program�



PART(II�
•  Observe(packet(loss(
•  Observe(packet(corrup5on(
•  Observe(packet(re&ordering(
•  Observe(Nagle(Algorithm(
•  Using(scp(
•  Using(iperf(

iperf�

•  Install(iperf3(
( ($ sudo apt-get install iperf3 

•  iperf(is(a(client&server(applica5on.(For(this(
prac5ce(we(have(set&up(5(server:(
–  163.221.52.177:50001&50005(

*a(server(can(only(serve(one(connec5on(at(a(5me,(that(means(if(
you(can’t(connect(to(one(server(instance,(please(try(the(other(

•  Please(also(capture(iperf’s(data(using(wireshark(
(start(capturing(on(your(NAT&ed(interface(before(
execute(iperf)(



iperf(parameters�

Parameters(we(use:(
•  9c(:(we(will(work(as(client(
•  9l-10-:(set(the(length(of(buffer.(To(beaer(see(how(
Nagle(algorithm(work,(we(should(sending(small(
packets((<(40(byte)(

•  9-N(:(switch(to(disable(TCP(delay((Nagle(algorithm)(
•  9p-[50001|50002|50003|50004|50005](:(port(
number.(Use(this(to(change(between(iperf’s(
server(instance�

iperf(with(Nagle’s�



iperf(without(Nagle’s�

What(is(the(difference?(
What(is(that(means?(

How(is(that(happened?�



Wireshark:(iperf(with(Nagle’s�

Most-packet(however(s5ll(sent-in-small-size((packet(size(50),(
even(though(we-are-using-TCP-Delay(now,(why(is(that?�

Sta5s5c(in(Protocol(Hierarchy(
with(Nagle’s�

Propor5on(of(data(within(one(frame�



Wireshark:(iperf(without(Nagle’s�

You(can(also(observe(that(iperf-data-without-Nagle(are(always(
encapsulated(within(its(own(packet,(while(some(iperf-data-with-
Nagle(are(concatenated(with(other(data(

Sta5s5c(in(Protocol(Hierarchy(
without(Nagle’s�

Propor5on(of(data(within(one(frame�



Applying(Netem(for(Egress(Data�

Applying(Netem(for(Ingress(Data�

Eth0�

netem�

wireshark�

wireshark�

Eth0�

netem�

Ig0�



Applying(netem(for(ingress(data�

1.  Add(an(Intermediate(Func5onal(Block(
pseudo&device((ig)(
$ sudo modprobe ifb 
$ sudo ip link set dev ifb0 up 

2.  Redirect(incoming(to(eth0(through(ig0(
$ sudo tc qdisc add dev eth0 ingress 
$ sudo tc filter add dev eth0 parent ffff: 
protocol ip u32 0 0 flowid 1:1 action mirred 
egress redirect dev ifb0�

List(all(queue(discipline(aker(adding(ig(interface�



Packet(Loss�

1.  Emulate(packet(loss(on(your(ig(interface,(run(
this(command:(
$ sudo tc qdisc add dev ifb0 root netem loss 
10% 

2.  Prepare(wireshark(and(capture(data(on(your(
host&only(interface((eth0)(

3.  Run(‘scp’(on(your(host(machine(to(send(a(file(
to(your(VM.(Ex:(
$ scp capture1.pcap in1@192.168.56.101:~/ �

Change(‘capture1.pcap’(with(any(file(you(would(like(to(use�

LOSS-PACKET-
(CHARACTERIZE-BY-DUPLICATE-ACKNOWLEDGMENT)�



Packet(Re&Ordering�
1.  Restore(default(qdisc(on(your(ig(interface:(

$ sudo tc qdisc del dev ifb0 root 

2.  Emulate(packet(re&ordering(on(your(ig(interface,(run(
this(command:(
$ sudo tc qdisc add dev ifb0 root netem delay 
10ms reorder 25% 50% 

3.  Prepare(wireshark(and(capture(data(on(your(host&
only(interface((eth0)(

4.  Run(‘scp’(on(your(host(machine(to(send(a(file(to(your(
VM.(Ex:(
$ scp capture1.pcap in1@192.168.56.101:~/ 
Change(‘capture1.pcap’(with(any(file(you(would(like(to(use�
�

OUT9OF9ORDER-PACKET�



Packet(Corrup5on�

1.  Make(sure(to(enable(checksum(valida5on(for(
TCP(in(your(wireshark(
edit(>(preferences(>(protocols(>(TCP(&>(enable(‘Validate(
the(TCP(checksum(if(possible’(

2.  Disable(your(interface’s(checksum(offloading(
feature.(Failed(to(do(this(and(your(wireshark(
analysis(will(be(flooded(by(‘false’(checksum(
error.(
$ sudo ethtool -K eth0 rx off tx off sg off gro 
off gso off 

Packet(Corrup5on�
3.  Restore(default(qdisc:(

$ sudo tc qdisc del dev ifb0 root 

4.  Emulate(packet(corrup5on(on(your(network(interface,(
run(this(command:(
$ sudo tc qdisc add dev eth0 root netem corrupt 
10% 

(Replace(‘eth0’(with(your(host&only(interface(
5.  Prepare(wireshark(and(capture(data(on(your(host&

only(interface(
6.  Run(‘scp’(on(your(host(machine(to(send(a(file(to(your(

VM.(Ex:(
$ scp capture1.pcap in1@192.168.56.101:~/  
Change(‘capture1.pcap’(with(any(file(you(would(like(to(use�



CORRUPT�


