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Prerequisites

Prerequisites

Download and Install VirtualBox
Windows [download link]
OS X [download link]
Linux [download link]

Download the ready-made CentOS VM image
(User: in1 Pass: info2015) [local download link]
*Windows users only: Download and install Cygwin

For the Download site choose one of the JP mirrors e.g.
ftp://ftp.iij.ad.jp

Make sure the libssh2, openssh packages are installed
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http://download.virtualbox.org/virtualbox/4.3.26/VirtualBox-4.3.26-98988-Win.exe
http://download.virtualbox.org/virtualbox/4.3.26/VirtualBox-4.3.26-98988-OSX.dmg
https://www.virtualbox.org/wiki/Linux_Downloads
http://iplab.naist.jp/class/infoN/2015/vm/in1h1c.ova


Import VM

Import VM

Start the Import appliance on VirtualBox Choose the [previously] downloaded VM image
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Apache Server

Install Apache Server

Start the terminal application Run the command to install the Apache daemon:
$ sudo yum -y install httpd
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Apache Server

Configure Apache Server

Start the terminal application and edit the following file with the vi
text editor (gedit is an alternative) as shown in the screenshot:
$ sudo vi /etc/httpd/conf/httpd.conf

$ sudo gedit /etc/httpd/conf/httpd.conf

Run the following commands:

to add the httpd to the startup:
$ sudo systemctl enable httpd

to start the http daemon:
$ sudo systemctl start httpd

to check if http is running:
$ sudo systemctl status httpd
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QnA1

QnA1
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Check the client-server functionality

Change the NIC settings
*Mac users:

After shutting down the VM, in the main VirtualBox
window choose the Preferences Menu

In the Network Tab add new Host-only network

Set it up to act as DHCP server

Everyone:

Shut down the VM and go to the VM Settings menu

In the Network tab choose Host-only Adapter
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Check the client-server functionality

Test client-server connection
Check the reachability of the Webserver:

Confirm the IP address of the server with the ifconfig
command:

Use ping to check reachability Check that the Apache server is running using the Browser on
your host (Windows / Mac / Linux ) machine.
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QnA2

QnA2
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Remote connectivity

Test Secure SHell (SSH) Connection

Test SSH from MAC / Linux hosts:
$ ssh in1@192.168.56.101

Test SSH from Windows Hosts using the Cygwin console:
$ ssh in1@192.168.56.101
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Remote connectivity

Securing OpenSSH
Use SSH Public Key Authentication:

Using the terminal / Cygwin console create a
public/private key pair with the command:
$ ssh-keygen -t rsa

Copy the public rss key to the remote server with the
command:
$ scp

˜

/.ssh/id_rsa.pub

in1@192.168.56.101:

˜

/.ssh/authorized_keys

Other recommended security measures can be found in the
CentOS official documentation [link]

Disable the SSH password authentication by editing the
sshd_config file as shown in the screenshot:
$ sudo vi /etc/ssh/sshd_config

Restart the ssh daemon using: $ systemctl restart ssh
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Hello World !!!

Hello World !!!

Using an SSH connection from the host machine add an
index.html file as shown in the screenshot
$ sudo vi /var/www/html/index.html

Connect to the Webserver using the host machine browser. You
should see:
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