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Prerequisites
Prerequisites

@ Download and Install VirtualBox
o Windows|[download link]|
o OS X[download link]
o Linux [[download link]
@ Download the ready-made CentOS VM image
(User: in1 Pass: info2015) [[local download link]
@ *Windows users only: Download and install Cygwin

o For the Download site choose one of the JP mirrors e.g.
ftp.//ftp.iij.ad.jp
o Make sure the libssh2, openssh packages are installed
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http://download.virtualbox.org/virtualbox/4.3.26/VirtualBox-4.3.26-98988-Win.exe
http://download.virtualbox.org/virtualbox/4.3.26/VirtualBox-4.3.26-98988-OSX.dmg
https://www.virtualbox.org/wiki/Linux_Downloads
http://iplab.naist.jp/class/infoN/2015/vm/in1h1c.ova

Import VM

Import VM

Start the Import appliance on VirtualBox Choose the [previously] downloaded VM image

VirtualBox JiIEH Machine Window Help

—

s
® 06 Virtual Media Manager... 8D y L Importing virtual disk image 'in1hlc-diskl.vmdk' ... 2/3)
i ———
{ﬁ :o:} ¥ Import Applance... E] [ 1.8 ithe
©  Export Appliance... BE 11 seconds remaining fan
i le
Welcome to VirtualBox! [ Description c
The left part of this window is a list of . ‘Vi"”al SVELemE
i . €3 Name inlhlc
In order to create a new virtual machin =
‘ E Guest 0S Type Other Linux (64-bit)
You can press the 38? key to get instan @ o 1
‘ ¥ rAM 512 MB
@ DpVvD v
L
|| Reinitialize the MAC address of all network cards
{ Restore Defaults \ | GoBack Import | Cancel \
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Apache Server

Install Apache Server

Run the command to install the Apache daemon:

Start the terminal application $ sudo yum -y install httpd

% Applications [T « 2 B Mon14:31 & Information Network |

* Applications Places. | Erminal * 2 B Mon14:39 & information Network |

Favmris O —
Accessories

P woesmesis
Documentation é in1@localhost:~
Graphics B Fies File Edit View Search Terminal Help

& [inl@localhost ~]$ sudo yum -y install httpdl]
iz Jé‘ Documents
Office

& wep

Sound & Video

System Tools

Utilities

Other.

Activities Overview
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Apache Server

Configure Apache Server

Run the following commands:

Q toaddthe httpd to the startup:

Start the terminal application and edit the following file with the vi $ sudo systemctl enable httpd

text editor (gedit is an alternative) as shown in the screenshot: Q )
$ sudo vi /etc/httpd/conf/httpd.conf to start the http daemon:
$ sudo gedit /etc/httpd/conf/httpd.conf $ sudo systemctl start httpd
@ to check if http is running:

$ sudo systemctl status httpd

# 2 [ Tue10:12 & information Network |

st Applications Places [Jrminat

* 2 [ Tuel0:16 & Information Network |

in1@localhost:

File Edt View Search Terminal Help
# Serveradnin: Your address, where problems with the server should be
# e-mailed. This address appears on some server-generated pages, such
# as error documents. e.g. admin@your-domain.com I
in1@localhost:~
File Edit View Search Terminal Help
[inl@localhost ~]$ sudo systemctl enable httpd
{inl@localhost ~1$
{inl@localhost ~]$ sudo systemctl start httpd
[inl@localhost ~]§
[inl@localhost ~]$ sudo systemctl status httpd
httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/systen/httpd.service; enabled)
Active: active (running) since Tue 2615-04-14 10:01:52 JST; 14min ago
Main PID: 1142 (httpd)
Status: "Total requests: 0; Current requests/sec: 0; Current traffic:
CGroup: /systen.slice/httpd.service
1142 /usr/sbin/httpd -DFOREGROUND
1287 /usr/sbin/httpd -DFOREGROUND
1288 /usr/sbin/httpd -DFOREGROUND
1289 /usr/sbin/httpd -DFOREGROUND
1290 /usr/sbin/httpd -DFOREGROUND
1291 /usr/sbin/httpd -DFOREGROUND

#
Serveradmin root@localhost

#
# ServerName gives the name and port that the server uses to identify itself.

# This can often be determined automatically, but we recommend you specify
|# it explicitly to prevent problems during startup.

#
[# 1t your host doesn't have a registered DNS name, enter its IP address here.
#

Serverame localhostl]

# 0 B/s
[# Deny access to the entirety of your server's filesystem. You must
[# explicitly permit access to web content directories in other

# <Directory> blocks below.

[

c

<Directory />
Allowdverride none
Require all denied

- - INSERT --

Apr 14 10:01:52 localhost.localdomain systemd[1]: Started The Apache HTTP Ser...
Apr 14 10:16:11 localhost.localdomain systemd[1]: Started The Apache HTTP Ser
Hint: Some lines were ellipsized, use -1 to show in full.

[inl@localhost ~1$

CENTOS
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Check the client-server functionality

Change the NIC settings

*Mac users:
Q After shutting down the VM, in the main VirtualBox Everyone:

window choose the Preferences Menu @ Shut down the VM and go to the VM Settings menu

Q In the Network Tab add new Host-only network
Q In the Network tab choose Host-only Adapter
O Setit up to act as DHCP server

inth1c web - Network

H VirtualBox - Network
26 @ 8@ @ O 5 EHE Q@ e Ee =
' Seceral__irput_Lndale__languse_Dispizy_ Sy _Bransions _Prax/ General ~ System  Display  Storage  Audio | Network = Ports  Shared Folders
NAT Networks |ffostonlyNeworksl | Not attached )
B NAT dapter 3  Adapter 4
i B ‘ NAT Network
[ P Enable Network / ~ Bridged Adapter
| Internal Network
| Attached to: v/ Host-only Adapter
| ‘ Generic Driver
| Name: - ot selectea
] ‘ (> Advanced
NG Cancel | (OKI
R T VirtualBox - Network s
= M © @ = (g { | |
i
Adapter || |DHCR Sever)
¥ Enable Server
i Server Address: 192.168.56.1 \
Server Mask: 255.255.255.0

Lower Address Bound: 192.168.56.101

Upper Address Bound: 192.168.56.254 \
1 2 Invalid settings detected 7 Cancel OK

carcol | (OKI |
r:!l _
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Check the client-server functionality

Test client-server connection

Check the reachability of the Webserver:

@ Confirm the IP address of the server with the ifconfig
command:

O Use ping to check reachability Check that the Apache server is running. using the Browser on
your host (Windows / Mac / Linux ) machine.

<= Applcations_Places 4 8 B Tue11a5 @ information Network

& Safari File Edit View History Bookmarks Window Help

e0e < [in] 192.168.56.101 ¢ B 9 © E

tu 1500

0 broadcast 1921168.56.255

61 scopeid 6x20<lirk>
hernet)

8 oytes @

TX packsts s
TX srrors 0 dropped 8 overruns O carrier @ collisions O

tintatocsthost ~15 I

- - - - This page is used to test the proper operation of the ‘
T TooXTERISENIg Apache HTTP server after it has been installed. If you *

168.56.101 (192.168.56.101): 56 data bytes 7 : . . . .
A o Rt can read this page it means that this site is working

from 192.168.56.101: i 1 ttl=64 time=0.307 ms properly. This server is powered by CentOS.
from 192.168.56.101: icmp_: 2 ttl=64 time=0.210 ms

from 192.168.56.101: icmp_: 3 ttl=64 time=0.273 ms

from 192.168.56.101: icmp_. 4 tt1=64 time=18.986 ms
from 192.168.56.101: i 5 ttl=64 time=16.020 ms
from 192.168.56.101: i 6 ttl=64 time=11.459 ms
from 192.168.56.101: icmp_. 7 ttl=64 time=9.870 ms
from 192.168.56.101: icmp_seg=8 ttl=64 time=5.683 ms
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Remote connectivity

Test Secure SHell (SSH) Connection

Test SSH from MAC / Linux hosts:

Test SSH from Windows Hosts using the Cygwin console:
$ ssh inl@192.168.56.101

$ ssh inl@192.168.56.101

(] o 2. in1@localhost:~ (ssh)

E

in1@localhost:~ =
ssh in1@192.168.56.101
in1@192.168.56.101's password:
Last login: Tue Apr 14 11:38:58 2015 from 192.168.56.1
-bash: warning: setlocale: LC_CTYPE: cannot change locale (UTF-8)

: No such file
or directory

[inl@localhost ~]$ I
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Remote connectivity

Securing OpenSSH

Use SSH Public Key Authentication:

Q Using the terminal / Cygwin console create a
public/private key pair with the command: Disable the SSH password authentication by editing the
$ ssh-keygen -t rsa sshd_config file as shown in the screenshot:

$ sudo vi /etc/ssh/sshd_config

o . .
Copy the public rss key to the remote server with the Restart the ssh daemon using: $ systemctl restart ssh

command:
$ scp /.ssh/id_rsa.pub
inl1@192.168.56.101:/.ssh/authorized_keys

s Applications Places [Jirminat * 2 B Tue13:43 8 information Network |

in1@Localhost: =

File Edt View Search Terminal Help
# For this to work you will also need host keys in /etc/ssh/ssh_known_hosts
#RhostsRSAAUthent ication no

# sinilar for protocol version 2 1
[#HostbasedAuthentication no

# Change to yes if you don't trust ~/.ssh/known_hosts for

[# RhostsRSAAuthentication and HostbasedAuthentication
[#1gnoreUserknounHosts no

# Don't read the user's ~/.rhosts and ~/.shosts files

[#1gnoreRhosts yes

# To disable tunneled clear text passwords, change to no here!
[#PasswordAuthentication yes

#Pe rmitEnptyPasswords no

PasswordAuthentication no |

# Change to no to disable s/key passwords
#ChallengeResponseAuthentication yes
ChallengeResponseAuthentication no

# Kerberos options
#KerberosAuthentication no
#KerberosOrLocalPasswd yes
#KerberosTicketCleanup yes
-- INSERT

i @locathost:- 1/4

Other recommended security measures can be found in the
CentOS official documentation [link]
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Hello World !!!

Hello World

Using an SSH connection from the host machine add an
index.html file as shown in the screenshot

S sudo vi /var/www/html/index.html Connect to the Webserver using the host machine browser. You

should see:

- ) - o
E in1@localhost~ e0e® < [in} 192.168.56.101 ©

Hello world !!!
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