Hands On Activity II:
Wireshark and HTTP

INFORMATION NETWORK I 2015

Assessing our current status

* We all now have at least 1 computer more
— Where are they?
— How to access them?
— Have you explore them?




setup

i Host (physical) computer

<

Guest (virtual) computer
Web server

HTTP

which layer?




Wireshark

* Packet Analyzer Tool

— Tcpdump

— Kismet

— Ettercap

— Ngrep pecetsnfer

_ et || applcaion | 2RPicaton (.5, v

operating
system Transport (TCP/UDP)

U frames sent/received
[ Physical

...................

== , packet i Network (IP)
———\ E capture .—EﬂEYM Link (Ethernet)

to/from network to/from network

if you want to learn how to swim

JUMP INTO THE WATER...

on dry land, no frame of mind

is ever going to help you
~ Bruce Lee




The Wireshark Network Analyzer [Wireshark 1.10.3 (SVN Rev Unknown from unknown)] -

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

o0dmE4L BE XCIQ > a2y B8 e e B F§EH -

wireshark -

The World's Most Popular Network Protocol Analyzer

=
WIRESHARK Version 1.10.3 (SVN Rev Unknown from unknown)
TN

No interface can be used for capturing in this system with

Website

Visk the project's website

) Open

Opena previously captured file

the current configuration

(Couldn’t run /usr/sbin/dumpcap in child process: Permission Open Recent:

denied
Are you a member of the ‘wireshark' group? Try running
usermod -2 -G wireshark _your _username_' as root.)

User's Guide

The User's Guide (ontine versior

© Sample Captures

Arichassortment of example capture files on the wiki ® Security

See Capture Help below for details. Work withWireshark as secure

Refresh Interfaces

Get a new list of the local interfaces

* Privilage separation
— To capture: root user
— To read: root or normal user

* Lets capture..
S sudo wireshark

choose interface and start

interface

File Edit lvze Statistics Telephony Yools Internals Help
m,
© 4 B X Q ¢ p SNE

Filter: Wireshark: Capture Interfaces
/( Device Description P Packets Packets/s
WIRESHARK v ;i enp0s3 192.168.56.101
2 nflog
& nfqueue
fi usbmon1
Interface List ) Website
Live list of the captureint #2llo 127.00.1 - Visk the project's website
(counts incoming packets)
t Help Start Options Close 5 User's Guide
~— The User's Guide (online version)
ose goe tizafiom then Start ® SBW
A richassortment of example capture files on the wiki 0 Security
2 nﬂog Work with Wireshark as securely as |
i/ nfqueue k
i usbmonl
B8] an
® Capture Options
Start a capture with detailed options




waiting..

o0dm I mBEAx¢clQ¢» a2 BE @B @80

Filt v | Expression

No Time Source Destination Protocc Lengtl Info
‘.j enp0s3: <live capture in progress> to - No Packets Profile: Default
— =

in web client’s browser

® 00

| + [© 192.168.56.101

[J] = Apple iCloud Facebook Twitter Wikipedia Yahoo NewsY P

Hello World!!!




stop capturing

there they are..

apture Analyze Statistics Telephony Tools Internals Help

1 o] w ) F - q EVZ
©® BExCQ¢P»vry BBl @$@EH -
list of captured frame [
No Time Source Destination Protocc Lengtl Info
3 0.000116000 192.168.56.1 192.168.56.101 TCcP 78 53258 > http [SYN] Seq=0 Win=65535 Len=(
4 0.000140000 192.168.56.101 192.168.56.1 P 74 http > 53258 [SYN, ACK] Seq=0 Ack=1 Win:
S 0.000358000 192. .56.1 192,168.56.101 TCcP 66 53258 > http [ACK] Seq=1 Ack=1 Win=1317¢
6 0.001051000 192 .56.1 192. .56.101 HTTP 548 GET / HTTP/1.1
7 0.001079000 192 .56.101 192, .56.1 TCcP 66 http > 53258 [ACK] Seq=1 Ack=483 Win=15¢
8 0.020505000 192 .56.101 192 bl HITP 256 HTTP/1.1 304 Not Modified

details of selected : : :
+ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
frame headers + Ethernet II, Src: 0a:00:27:00:00:00 (0a:00:27:00:00:00), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
+ Address Resolution Protocol (request)

frame contents incoo ¢ #f #f #f §f i 6a 00 27 00 00 00 08 05 00 01
0010 0B 00 06 04 00 01 Oa 0O 27 00 0O 00 cO a8 38 01
0020 00 0O 00 OO 0O 0O cO a8 38 65 00 00 OO0 00 00 0O
heXa and ASCII 0030 00 00 00 OO 0O 0D 00 0O 00 00 00 OO
oY enp0s3: <live capture in progress> Fil - Packets: 21 - Displayed: 21 (100.0%) Profile: Default

filter certain protoko

Filter: http v | Expression.. Clear Save
No Time Source Destination Protocc Lengtl Info
6 0.000861000 192.168.56.1 192.168.56.101 HTTP 463 GET / HTTP/1.1
8 0.035678000 192.168.5! 192.168.56.1 416 HTTP/1.1 200 0K (text/html)




frame’s detail

No. Time Source Destination Protocc Lengtl Info
J UL UOUUIIUOG  ATE. AUO. S AU

o WU LY~ SO£OU LML DEY=L MUR=IZU milli=id

107 160 S& 17 Trn £ 52720 s ht+n [ArK] €An-200 Arl =251 Wsn-—
—— —

- Frame 8: 416 bytes on wire (3328 bits), 416 bytes captured (3328 bits) on interface 0
Interface 1d: 0
Encapsulation type: Ethernet (1)
Arrival Time: Apr 23, 2015 02:26:39.392106000 JST
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1429723599.392106000 seconds
[Time delta from previous captured frame: 0.034787000 seconds]
[Time delta from previous displayed frame: 0.034787000 seconds]
[Time since reference or first frame: 0.035678000 seconds]
Frame Number: B
Frame Length: 416 bytes (3328 bits)
Capture Length: 416 bytes (3328 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:tcp:http:data-text-lines]
[Number of per-protocol-data: 1]
[Hypertext Transfer Protocol, key 0]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80]
+ Ethernet II, Src: CadmusCo_93:80:c7 (08:00:27:93:80:c7), Dst: 0a:00:27:00:00:00 (0a:00:27:00:00:00)
4 Tatarnat Neatacal Marcian A €rcs 107 160 B& 1A1 (107 180 & 1M1) Net+: 107 160 & 1 (100 1680 && 1)

0000 0Oa 00 27 OO 0O OD 08 DO 27 93 8O c7 08 00 45 00 ! Yeeenn E

0010 01 92 7f 8a 40 00 40 06 c8 24 O a8 38 65 cO a8  ....@.Q. .$..8e..
0020 38 01 00 50 cf ee 98 Sa 22 b8 41 d1 17 50 80 18  8..P...Z ".A..P..

what are some information does it give?

what is that?

. - ~
No. Time Source Destination Protocc Lengtl Info
7 ULUOUOTIUUY L& LUU. ST AV 1o&. LU0 UL x o

VU ILLY # JO2IU LAWY DY =1 MLRA=II0 WL =L
416 HTTP/1.1 200 0K (text/html)

Frame 8:

- Ethernet II, Src: CadmusCo_93:80:c7 (08:00:27:93:80:c7), Dst: 0a:00:27:00:00:00 (0a:00:27:00:00:00)
</ Destination: 0a:00:27:00:00:00 (0a:00:27:00:00:00)
% Source: CadmusCo_93:80:c7 (0B:00:27:93:80:c7)
Type: IP (0x0800)
i Internet Protocol Version 4, Src: 192.168.56.101 (192.168.56.101), Dst: 192.168.56.1 (192.168.56.1)
+ Transmssion Control Protocol, Src Port: http (80), Dst Port: 53230 (53230), Seq: 1, Ack: 398, Len: 350

+ Line-based text data: text/html




lets go up..

No. Time Source Destination Protocc Lengtl Info
1Te. UL UL L o VU LY~ JO£0U LRGN JEY=1 MUR=J30 Wili=1

0 8000 5 192.16 1 416 HTTP/1.1 200 OK (text/html)

9 0.035952000 192.168.56.1 192.168.56.101 TCP 66 53230 > http [ACK] Seq=398 Ack=3S1 Win
10 5.009800000 CadmusCo_93:80:c7 0a3:00:27:00:00:00 ARP 42 who has 192.168.56.17 Tell 192.168.5€
11 § NNOGARNTN  Na*NN: 27NN NN: NN radmiera QR+8N 7 ARO AN 107 1AR SA 1 ie at Na+*NN+27+:NN+NNNN

Frame 8: 416 bytes on wire |

+ Ethernet II, Src: CadmusCo_93:80:c7 (08:00:27:93:80:c7), Dst: 0a:00:27:00:00:00 (Da:00:27:00:00:00)

- Internet Protocol Version 4, Src: 192.168.56.101 (192.168.56.101), Dst: 192.168.56.1 (192.168.56.1)
Version: 4

Header length: 20 bytes

Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 402

Identification: Ox7f8a (32650)

Flags: 0x02 (Don't Fragment)

Fragment offset: 0

Time to live: 64

Protocol: TCP (6)

Header checksum: 0xc824 [correct]

Source: 192.168.56.101 (192.168.56.101)

Destination: 192,168.56.1 (192.168.56.1)

+ Transmission Control Protocol, Src Port: http (80), Dst Port: 53230 (53230), Seq: 1, Ack: 398, Len: 350

+

+ Line-based text data: text/html

¥

¥

up again...

No. Time Source Destination Protocc Lengtl Info
J UL UUUOIIUUL  L3E. LUD. UL AUL 1me. 1uu. UL x e G ILLY S DU LRGN SEY=i MUA=JZU Will=i.
8 O 78000 5 192.168.56.1

9 0.035952000 192.168.56.1 192.168.56.101 TP 66 53230 > http [ACK] Seq=398 Ack=351 Win:

10 5.009800000 CadmusCo_93:80:c7 0a:00:27:00:00:00 ARP 42 who has 192.168.56.17 Tell 192.168.56.
11 S _NANGEARNNN__Na:NN:27+00:NN: NN radmisrn @3:80:-7 ARD AN 107 1AR SA 1 i at Na+NN:27:0N+-NN-NN

tured (3 Dp1ts) on 1ntertace U

¥

Ethernet II, Src: CadmusCo_93:80:c7 (08:00:27:93:80:c7), Dst: 0a:00:27:00:00:00 (0a:00:27:00:00:00)
Internet Protocol Version 4, Src: 192.168.56.101 (192.168.56.101), Dst: 192.168.56.1 (192.168.56.1)
Transmssion Control Protocol, Src Port: http (80), Dst Port: 53230 (53230), Seq: 1, Ack: 398, Len: 350
Source port: http (80)

Destination port: 53230 (53230)

[Stream index: 0]

Sequence number: 1 (relative sequence number)

[Next sequence number: 351 (relative sequence number)]

Acknowledgment number: 398 (relative ack number)

Header length: 32 bytes

Flags: Ox018 (PSH, ACK)

window size value: 243

[calculated window size: 15552]

[Window size scaling factor: 64]

+ Checksum: 0xf33b [validation disabled]

< Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps

+ [SEQ/ACK analysis]

.




still going up...

No. Time Source Destination Protocc Lengtl Info

I ULUUUUSLUUY LT LU U AU AZL . LU UL L e VU ILLY # JOSOU LAGIN] JEY=1 MUA=JISU Will=1

9 0.035952000 192.168.56.1 192.168.56.101 TP 66 53230 > http [ACK] Seq=398 ANk=3S1 win
10 5.009800000 CadmusCo 93:80:c7 0a:00:27:00:00: 00 ARP 42 who has 192.168.56.17 Tell 192.168.56
e —

TUred (3328 DITS) oh 1ncertace U

+ Ethernot 11, Src: CadmusCo_93:80: c7 (08 00: 27 93: ao c7), Dst: 0a:00:27:00:00:00 (0a:00:27:00:00:00)
+ Internet Protocol Version 4, Src: 192.168,56.101 (192.168.56,101), Dst: 192.168.56.1 (192.168.56.1)
+ Transmission Control Protocol, Src Port: http (80), Dst Port: 53230 (53230), Seq: 1, Ack: 398, Len: 350

CHTTR/1.1200 OK\,\n
Date: Wed, 22 Apr 2015 17:26:39 GMT\r\n

Server: Apache/2.4.6 (Cent0S) PHP/5.4.16\r\n
Last-Modified: Wed, 22 Apr 2015 15:37:46 GMT\r\n
ETag: "2a-51451f1dbob34*\r\n

Accept-Ranges: bytes\r\n

Content-Length: 42\r\n

Keep-Alive: timeout=S, max=100\r\n

Connection: Keep-Alive\r\n

Content-Type: text/html; charset=UTF-8\r\n

\r\n

[HTTP response 1/1]

[Time since request: 0.034817000 seconds]
Request in frame: 6

& line-hased text data- text/html

+

finally..

No. Time Source Destination Protocc Lengtl Info
O U.ULUBDLUWU 194, 108.D0. 1 192, 108.30. 1UL HITE 403 0Bl / HITP/L.L
7 0.000891000 192.168.56.101 192 168 56 l TCP 66 http > 53230 [ACK] Seq=1 Ack=398 Win=15

416 HTTP/1.1 200 OK (text/html)

90. 05952030 192.168.56.1 192. 168.56.101 TP 66 53230 > http [ACK] Seq=398 Ack=351 Win=
10 5.009800000 CadmusCo_93:80:c7 0a:00:27:00:00:00 ARP 42 who has 192.168.56.17 Tell 192.168.56.
11 5.009998000 ©0a:00:27:00:00:00 CadmusCo_93:80:c7 ARP 60 192.168.56.1 1s at 0a:00:27:00:00:00

12 § NA1S3ANNN 162 1AR 56 111 162 1AR SA 1 TP AR httn > 53230 [FTN ark] Sen=351 Ack=39R

Frame 8: 416 bytes on wire (3328 bits)

, 416 bytes captured (3328 bits) on interface 0
+ Ethernet II, Src: CadmusCo_93:80:c7 (08:00:27:93:80:c7), Dst: 0a:00:27:00:00:00 (0a:00:27:00:00:00)
+ Internet Protocol Version 4, Src: 192,168,56.101 (192.168.56.101), Dst: 192.168.56.1 (192.168.56.1)
+ Transmission Control Protocol, Src Port: http (80), Dst Port: 53230 (53230), Seq: 1, Ack: 398, Len: 350
3
Hypertext Transfer Protocol
- Line-based text data: text/html

<html>\n
<hl>Hello World!!!</hl>\n
</html>\n
0000
0010
0020
0030
0040
0050

0060
0070
0080




Handshakes

Bob Three-Way Handshake Alice
TCP/IP 3-ways e,
=y 'Wb,
Handshake Seop i
Vp‘ A\
-w\’t‘}’kpd“'
AWK
s
O
RN
Q.o' ”,
Bob Three-Way Handshake Alice o Tine
10.000000  10.6.2.15 163.221.8.230 TP 74 51678 > http [SYN] Seq=0 Win=14609 |
20.084141  163.221.8.230 10.0.2.15 TP 60 http > 51670 [SYN, ACK] Seq=8 Ack=1
30.084177  10.9.2.15 163.221.8.230 TP 54 51678 > http [ACK] Seq=1 Ack=1 Win=]

40.004411  10.0.2.15 163.221.8.230 541 GET /index j.html HTTP/1.1

Lets see if you know how to save.. ©




Now lets step up...
We are going to inject command(s)
to web server




mutillidae

192.168.56.101/mutillidae/index.php?page=dns-lookup.php

[+ ] § 192.168.56.101

Apple iCloud Facebook Twitter Wikipedia Yahoo News ™ Popular ¥

Configuring Safari to work wi't-h Burp | Burp Suite Support Center

1 192.168.56.101/mutillidae/ind ki lookunpnD

@4 OWASP Mutillidae Il: Web Pwn in Mass Production

o

Home Login/Register Tog

Version: 2.6.19

Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1ie) Not Logged In

its Show Popup s Toggle Security Enforce SSL Reset DB View Log View Captured Data

( DNS Lookup

<@ Back a Help Me!

G
A’Ax Switch to SOAP Web Service Version of this Page

Who would you like to do a DNS lookup on?

Enter IP or hostname

Getting Started: Hostname/IP (192.168.56.101 & 1s
Project Whitepaper
Lo felease OWASP_2013 — Al_lInjection_(other) — Command_Injection
1927168:56:101mutillidae/indexphp?page=dns=Iookup:php
|4 192.168.56.101 c|

iCloud Facebook Twitter Wikipedia Yahoo News~ Popular ¥

192.168.56.101, illi /ind lookup.php

Configuring Safari to work with Burp | Burp Suite Support Center |
I

‘paper

ients

’—&
AL‘>X Switch to SOAP Web Service Version of this Page

=

Who would you like to do a DNS lookup on?

Enter IP or hostname

Hostname/IP (

[ Results for 192.168.56.101 & Is

add-to-your-blog.php

ajax
arbitrary-file-inclusion.php
authorization-required.php
back-button-discussion.php
browser-info.php
capture-data.php
captured-data.php

classes

database-offline.php
directory-browsing.php
dns-lookup.php
document-viewer.php
documentation
framer.html
framing.php
hackers-for-charity.php
home. php
html5-storage.php
images

includes

index.php
installation.php

javascript




Filter: http

No. Time Source

v | Expression... Clear

Protocc

Save

Lengtl Info

139 POST /mutillad

6 0.001144000

46 0.130216000 1
48 0.130639000 1
50 0.131099000 192.
52 0.131500000 192.
54 0.131913000 192.
56 0.142695000 192.
58 0.143268000 192.

.168.
.168.
168.
168.
168.
168.
168.

T

Destination

1

1 192.168.56.101 HTTP
1 192.168.56.101 HTTP
ol 192.168.56.101 HTTP
1 192.168.56.101 HTTP
1 192.168.56.101 HTTP
101 192.168.56.1 HTTP
101 192.168.56.1 HTTP

582 GET /mutillidae/styles/ddsmoothmenu/ddsm
558 GET /mutillidae/javascript/bookmark-site
571 GET /mutillidae/javascript/ddsmoothmenu/
571 GET /mutillidae/styles/global-styles.css
584 GET /mutillidae/styles/ddsmoothmenu/ddsm
257 HTTP/1.1 304 Not Modified
257 HTTP/1.1 304 Not Modified

Y T Y YT ————————

Accept-Language: en-us\r\n

Accept-Encoding: gzip, deflate\r\n

\r\n

[Full request URI: http://192.168.56.101/mutillidae/index.php?page=dns-lookup.php

[HTTP request 1/1]

- Line-based text data: application/x-www-form-urlencoded

target_host=192.168.56. 101+%26+ s&dns- Lookup- php- submi t- button=Lookup+DNS

0000
0010
0020
0030
0040
0050
0060
0070
0080

@ ¥ Frame (frame), 139 bytes

Frame (139 bytes) | Reassembled TCP (671 bytes)
S
Packets: 199 - Displayed: 42 (21.1%) * Dropped: O (...

Profile: Default

That was easy!!!... more.. more..

Lets do some self practice then..

datal.pcap: find irregularity
(PHP packets)




FINISH




