
Hands&On&Ac*vity&II:&
Wireshark&and&HTTP�

INFORMATION&NETWORK&I&2015�

Assessing&our&current&status�

•  We&all&now&have&at&least&1&computer&more&
– Where&are&they?&
– How&to&access&them?&
– Have&you&explore&them?�



setup�

192.168.56.101&?�
Host&(physical)&computer&
Web&client�

Guest&(virtual)&computer&
Web&server�

HTTP�

which&layer?�



Wireshark�

•  Packet&Analyzer&Tool&
– Tcpdump&
– Kismet&
– ETercap&
– Ngrep&
– …�

if&you&want&to&learn&how&to&swim&
JUMP&INTO&THE&WATER…&

on&dry&land,&no&frame&of&mind&
is&ever&going&to&help&you&

~&Bruce&Lee�



wireshark�

•  Privilage&separa*on&
–  To&capture:&root&user&
–  To&read:&root&or&normal&user&

•  Lets&capture..&
& &$"sudo"wireshark�

choose&interface&and&start�
interface�



wai*ng..�

in&web&client’s&browser�



there&they&are..�stop&capturing�

list&of&captured&frame�

details&of&selected&
frame&headers�

frame&contents&in&
hexa&and&ASCII�

filter&certain&protokol�



frame’s&detail�

what&are&some&informa*on&does&it&give?�

what&is&that?�



lets&go&up..�

up&again…�



s*ll&going&up…�

finally..�



Handshakes�

Lets&see&if&you&know&how&to&save..&!�



Now&lets&step&up…&
We&are&going&to&inject&command(s)&

to&web&server�



mu*llidae�

OWASP_2013&–&A1_Injec*on_(other)&–&Command_Injec*on�



That&was&easy!!!...&more..&more..&
&
Lets&do&some&self&prac*ce&then..&
&
data1.pcap:&find&irregularity&
(PHP&packets)&
�



FINISH�


