Hands-on



Set up web server

e Open terminal
« Type command : sudo apt-get —y install apache?2

in1@ini-VirtualBox:~$ sudo apt-get -y install apache2
[sudo] password for inil:




Set up web server

« By using netstat command, you can check apache?2 is

listening on port 80 with PID 4767.

in1@in1-VirtualBox: ~

in1@ini-VirtualBox:~$ sudo netstat -tnlp

[sudo] password for inil:

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address i State

0 0 127.0.1.1:53 .0.0.0: LISTEN

0 © 0.0.0.0:22 .0.0.0: LISTEN

© :::80 sei® LISTEN

0 0 :::22 sEi® LISTEN
in1@in1-virtualBox:~$ [}

PID/Program name
851/dnsmasq
761/sshd

4767 /apache2
761/sshd




Set up web server

« Connect to your web server running on VM from your host
machine. You can see default index page.

| ”~ s “ \
J 7 GOOgO \ - ® © ® [, oche2 Ubuntu Default Page: It - % \+
€ © 192168:56.101 ¢ Qm% wB 9 4 A =

- http://192.168.56.101/ Apache2 Ubuntu Default Page

i — e E—

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html) before
continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully

| documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full

| documentation. Documentation for the web server itself can be found by accessing the manual if the
| apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

| /etc/apache2/
| I-- apache2.conf
| ! ‘-~ ports.conf
I-- mods-enabled
1 I-- *.load
/ -~ *. conf
| /-~ conf-enabled
/ -- *.conf
/-~ sites-enabled
/ T-- *.conf

* apache2.conf is the main configuration file. It puts the pieces together by including all remaining




NVonitoring web traffic

« While accessing web server, watch host-only interface.(in my
environment, enp0s8)

Capturing from enp0s8

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

/| [i] ‘!EL <:> - X & C{ - = gg% » ¥ - ‘ (:k (:L (:l j]i
[i[Ap[:v y a display filter ... <Ctrl-/> =3 ~| Expression... +
No. Time Source Destination Protocol Lengtt Info -
1 0.000000000 0a:00:27:00:00:00 Broadcast ARP 60 Who has 192.168.56.101? Tell 192.168.56.1
2 0.000014579  PcsCompu_57:49:da 0a:00:27:00:00:00 ARP 42 192.168.56.101 is at 08:00:27:57:49:da
3 0.000140346  192.168.56.1 192.168.56.101 TCP 78 55733 -~ 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=3
4 0.000160488  192.168.56.101 192.168.56.1 TCP 74 80 — 55733 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 ME
5 0.000241221  192.168.56.1 192.168.56.101 TCP 66 55733 -~ 80 [ACK] Seq=1 Ack=1 Win=131744 Len=0 TSval=
- 6.0.000418516  192.168.56.1 ___192.168.56.101 ____HTTP 521 GET /HWITP/1.1 _ __ _ _ _ |
7 0.000440077 192.168.56.101 192.168.56.1 TCP 66 80 — 55733 [ACK] Seq=1 Ack=456 Win=30080 Len=0@ TSval
«L 8 0.002507979  192.168.56.101 192.168.56.1 HTTP 3591 HTTP/1.1 200 OK (text/html) -
4 »

» Frame 6: 521 bytes on wire (4168 bits), 521 bytes captured (4168 bits) on interface ©
» Ethernet II, Src: 0a:00:27:00:00:00 (0a:00:27:00:00:00), Dst: PcsCompu_5f:49:da (08:00:27:5f:49:da)
» Internet Protocol Version 4, Src: 192.168.56.1, Dst: 192.168.56.101

KEJCERdS b5 00 50 15 b6 93 59 5d df 87 c9 80 1GlS...P.. .Y]..... a
10 15 ef 4c 00 00 01 01 08 OGa ©b e7 2f b3 00 Ocpu...L.... ..../...
GERNE 47 45 54 20 27 20 48 54 54 50 27 31 2e 31  EWGET / HTTP/1.1
0d ©a 48 6f 73 74 3a 20 31 39 32 2e 31 36 38 2e  ..Host: 192.168.
35 36 2e 31 30 31 0d Qa 55 73 65 72 2d 41 67 65 56.101.. User-Age
6e 74 3a 20 4d 6f 7a 69 6c 6¢c 61 2f 35 2e 30 20 nt: Mozi 1la/5.0

28 4d 61 63 69 6e 74 6 73 68 3b 20 49 6e 74 65 (Macinto sh; Inte
6c 20 4d 61 63 20 4f 53 20 58 20 31 30 2e 31 31 1 Mac 0S X 10.11
3b 20 72 76 3a 35 33 2e 30 29 20 47 65 63 6b 6 ; rv:53. @) Gecko

@ 7 Transmission Control Protocol (tcp), 32 bytes Packets: 43 - Displayed: 43 (100.0%)  Profile: Default




NVonitoring web traffic

e Ctrl-click on web request packet, and choose “Follow-tcp
stream”, you can extract content in specific tcp connection.

B N e R B B L L

HTTP

521 GET Ciri+M Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_enp0s8_2017¢
TCP 66 80 r W
. GET 7 HTTP/1.1 <
HTTP 3591 HTT Ignore/Unignore Packet Ctrl+D L Host: 192.168.56.101
. User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.11; rv:53.0) Gecko/20100101
y - Set/Unset Time Reference Ctrl+T E Firefox/53.0 : :
[4168 bltS) on inter . i i Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
e pcs(:ompu 5f:49:da Time Shift... Ctrl+Shift+T Accept-Language: ja,en-US;q=0.7,en;q=0.3
3.56.101 - Accept-Encoding: gzip, deflate
sl Packet Comment... Ctrl+Alt+C Connection: keep-alive
I Upgrade-Insecure-Requests: 1
: If-Modified-Since: Thu, 25 May 2017 02:54:15 GMT
Edit Resolved Name If-None-Match: "2c39-55050561b549a-gzip"
Apply as Filter > Cache-Control: max-age=0
= E
) HTTP/1.1 200 OK
A S Prepare a Filter » Date: Thu, 25 May 2017 ©3:56:06 GMT
“/ HTTP/1.1 Server: Apache/2.4.18 (Ubuntu)
. Conversation Filter > Last-Modified: Thu, 25 May 2017 ©2:54:15 GMT
t: 192.168. ETag: "2c39-55050561b549a-gzip"
1.. User-Age Colorize Conversation » Sccept -Ranges:ibytes
i 11a/5.0 Vary: Accept-Encoding
0z1 aso. SCTP > Content-Encoding: gzip
nto sh; Inte Content-Length: 3186
- Keep-Alive: timeout=5, max=160
TCP Stkeam Follow 4 Connection: Keep-Alive
C Content-Type: text/html =
0
py ’ 4 client pkts, 4 server pkts, 5 turns.
Protocol Preferences > Entire conversation (4573 bytes) ¥ | Show and save data as | ASCII v | Stream | 0
HTTP Stream Decode As... Find:
Show Packet in New window Filter Out This Stream Print Save as... Back Close Help




1ips

« By applying some filters, you can extract specific packet.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR i@ BERE QensEF IEE QaQaQE

([l | http.request.method=="GET" -] Expression... +
No. Time Source Destination Protocol Lengtt Info

6 0.000418516  192.168.56.1 192.168.56.101 HTTP 521 GET /7 HTTP/1.1
. 11 0.026987494  192.168.56.1 192.168.56.101 HTTP 479 GET /icons/ubuntu-logo.png HTTP/1.1

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN iOmMERE Qe2EF IS EFRAQAQE

(W | http.response.code==200 ~| Expression... +

No. Time Source Destination Protocol Lengtt Info

8 0.002507979  192.168.56.101 192.168.56.1 HTTP 3591 HTTP/1.1 200 OK (text/html



Basic Authentication

e Let’s create authenticated web page.

« Create the password file for basic authentication. Set
username “testuser”, and password “testpass”.

A S E in1@in1-VirtualBox: ~

in1@ini-VirtualBox:~$ sudo htpasswd -c /etc/apache2/.htpasswd testuser
[sudo] password for inil:

New password:

Re-type new password:

Adding password for user testuser
ini1@inl-VirtualBox:~$ l




Basic Authentication

 Edit /etc/apahce2/apache?.conf
« Add these lines and restart apache?.

DS @ in1@in1-VirtualBox: ~

in1@ini-vVirtualBox:~$ sudo vi /etc/apache2/apache2.conf
[sudo] password for inil:

ini@inli-VirtualBox:~$S

in1@ini-virtualBox:~$ sudo service apache2 restart
ini1@inli-vVirtualBox:~$ I

<Directory "/var/www/html">
AuthType Basic
AuthName "Hands-on BasicAuth"
AuthUserFile /etc/apache2/.htpasswd
Require valid-user

</Directory




Basic Authentication

e Connect to web server.

« TO access web page, type username and password.

192.168.56.101 X

A-YF—RENRAT—RZADLTLEZW

http://192.168.56.101 A1 —H—RZ E /AT —RZERLT
WET, U1 DI SDXAvyt—: "Hands-on BasicAuth”

aA—H—%&: testuser

FvotzJL OK



Basic Authentication

« Using wireshark, you can see authentication packet.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN g Rl Qe EFISEQAQAQA™E
[i|http.request.method=='GET" ~| Expression... +
No. Time Source Destination Protocol Lengtt Info
6 0.000479077 192.168.56.1 192.168.56.101 HTTP 403 GET / HTTP/1.1
B 17 8.130400276 192.168.56.1 192.168.56.101 HTTP 450 GET / HTTP/1.1
‘+ 22 8.214421597 192.168.56.1 192.168.56.101 HTTP 414 GET /icons/ubuntu-logo.png HTTN‘

» Frame 17: 450 bytes on wire (3600 bits), 450 bytes captured (3600 bits) on interface ©

» Ethernet II, Src: 0a:00:27:00:00:00 (0a:00:27:00:00:00), Dst: PcsCompu_5f:49:da (08:00:27:5f:49:da)
» Internet Protocol Version 4, Src: 192.168.56.1, Dst: 192.168.56.101

» Transm1551on Control Protocol, Src Port: 59320, Dst Port: 80, Seq: 1, Ack: 1, Len: 384

Host 192 168.56. 101\r\n

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.11; rv:53.0) Gecko/20100101 Firefox/53.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8\r\n

Accept-Language: ja,en-US;g=0.7,en;q=0.3\r\n

Accept-Encoding: gzip, deflate\r\n

Connection: keep-alive\r\n

Upgrade-Insecure-Requests: 1\r\n

Authorization: Basic dGVzdHVzZXI6dGVzdHBhc3M=\r\n

\r\n

[Full request URI: http://192.168.56.101/]
[HTTP request 1/2]



Basic Authentication

 You can see username and password in packet.
 These information are encoded with baseb64.

o 1

Authorization: Basic dGVzdHVzZXI6dGVzdHBhc3M=\r\n
Credentials: testuser:testpass

Connection: keep-alive\r\n

Upgrade-Insecure-Requests: 1\r\n

\r\n v

74 65 78 74 2f 68 74 6d 6¢C 2c 61 70 70 6c 69 63 text/htm 1,applic -

61 74 69 6f 6e 2f 78 68 74 6d 6¢c 2b 78 6d 6¢c 2cC ation/xh tml+xml,

61 70 70 6c 69 63 61 74 69 6T 6e 2f 78 6d 6c 3b applicat ion/xml;

71 3d 30 2e 39 2c 2a 2f 2a 3b 71 3d 30 2e 38 @d =0.9,*/ *;q=0.8.

Pa 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 65  .Accept- Language

3a 20 6a 61 2c 65 6e 2d 55 53 3b 71 3d 30 2e 37 : ja,en- US;q=0.7

2c 65 6e 3b 71 3d 30 2e 33 @d Oa 41 63 63 65 70 ,en;q=0. 3..Accep
140 74 2d 45 6e 63 6 64 69 6e 67 3a 20 67 7a 69 70 t-Encodi ng: gzip
0150 CARAutho
0160
0170
0180

e-Insecu

in1@in1-VirtualBox: ~
ini1@ini-VirtualBox:~$ echo 'dGVzdHVzZXI6dGVzdHBhc3M=' | base64 -d

testuser:testpassini@ini-VirtualBox:~$ I




