
Hands-on



Set up web server
• Open terminal
• Type command : sudo apt-get ‒y install apache2



Set up web server
• By using netstat command, you can check apache2 is 

listening on port 80 with PID 4767.



Set up web server
• Connect to your web server running on VM from your host 

machine. You can see default index page.



Monitoring web traffic
• While accessing web server, watch host-only interface.(in my 

environment, enp0s8)



Monitoring web traffic
• Ctrl-click on web request packet, and choose “Follow-tcp

stream”, you can extract content in specific tcp connection.



Tips
• By applying some filters, you can extract specific packet.



Basic Authentication
• Letʼs create authenticated web page.
• Create the password file for basic authentication. Set 

username “testuser”, and password “testpass”.



Basic Authentication
• Edit /etc/apahce2/apache2.conf
• Add these lines and restart apache2.



Basic Authentication
• Connect to web server.
• To access web page, type username and password.



Basic Authentication
• Using wireshark, you can see authentication packet.



Basic Authentication
• You can see username and password in packet.
• These information are encoded with base64.


