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Abstract
Ø Since an anonymization assume the knowledge possessed by the adversary, sensitive information may be leaked depending on the
adversary's knowledge even after this anonymization. Therefore, instead of providing original data, a method to generate differentiallyprivate synthetic data has been proposed. Differential privacy (DP) is more flexible than anonymization technologies because it does
not require the assumption of the adversary's knowledge. However, if a large noise is added to the gradient in text generative model to
satisfy DP, the utility of the synthetic text is degraded. Since DP can be satisfied with a small noise in data containing duplicates, it is
possible to reduce utility loss as text by creating duplicates before adding noise. In this study, we reduce the amount of noise added by
creating duplicates through generalization, thereby minimizing text utility loss. By constructing a differentially-private text generation
model, we can provide synthetic text and promote text utilization while protecting privacy information in the text.

1. Background & Motivation

Ø Increasing demand for providing collected user-generated
text to third parties to build machine learning models and
create new data businesses through Fine Tuning.[PB11, HJ18]
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2. Proposed Method
Ø BERT is used to extract named entities. Since the named
entities retain the conceptual form, we can correctly
substitute them for higher-level words by generalization.
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Ø Depending on the adversary‘s basic background knowledge,
sensitive information may be inferred.
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Ø We generalize unique named entities to create duplicates
satisfying k-anonymity, and reduce the amount of noise
added, and suppress utility loss.
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Ø By satisfying k-anonymity and then adding noise, DP can be
satisfied with a weak noise[SJ14].
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3. Experimental Result
Ø We evaluated Utility Loss
by the difference between
the results using the data
before DP and the results
using the data after DP.
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Ø Privacy loss did not differ
significantly from the base
model, which indicate that
data privacy is sufficiently
protected.
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Ø By mediating the generative model, it is possible to provide
privacy-preserved pseudo-text.
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4. Conclusion and Future Work
Ø We propose a framework for providing useful
text while protecting privacy by constructing a DP
generative model.
Ø Compared with base model, our framework
improve data utility loss.
Ø In future work, our generative model must require
to extension toward conditional generative model.
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